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Abstract. We propose a library based incremental design methodology
for constructing hybrid controllers from a component library of mod-
els of hybrid controllers, such that global safety and stability properties
are preserved. To this end, we propose hybrid interface specifications of
components characterizing plant regions for which safety and stability
properties are guaranteed, as well as exception mechanisms allowing safe
and stability-preserving transfer of control whenever the plant evolves
towards the boundary of controllable dynamics. We then propose a com-
position operator for constructing hybrid automata from a library of such
pre-characterized components supported by compositional and automat-
able proofs of hybrid interface specifications.

1 Introduction

The use of component-based design approaches for embedded automotive ap-
plications has received strong momentum from the establishment of a de-facto
standard for automotive component development by the Autosar consortium (see
http://www.autosar.org). While the current notion of component interfaces in
Autosar is rather weak, the overall strategic direction of achieving cost reductions
by boosting re-use also of application components is expected to lead to an elab-
oration of the standard towards richer component interfaces (see e.g. [JMMOS],
[DMO™07]) providing information required for all phases of automotive embed-
ded design flows, notably for establishing safety and real-time requirements.
Related projects such as the Integrated Projects Speeds* have provided formal
contract based component interface specifications (see [JMMO8]) for real-time

* This paper reporting on joint research with Amir Pnueli is dedicated to the memory
of Amir Pnueli. It has been partially supported by the German Research Coun-
cil (DFQG) as part of the Transregional Collaborative Research Centre “Automatic
Verification and Analysis of Complex Systems” (SFB/TR 14 AVACS).

4 IST Project 03347, see www.speeds.eu.com



and safety requirements (as in [DMOT07], [DPJ09]). Reflecting the significant
share of control applications in embedded automotive development, this paper
strives to extend this research by enabling component-based design for hybrid
control applications. In particular, we propose a notion of hybrid interface speci-
fications which is sufficiently expressive to cover the bridge between specification
and implementation models of control, as elaborated below, and provide a frame-
work for hierarchical construction of hybrid controllers supported by automatic
verification tools enabling compositional verification of such interface specifica-
tions, which subsume both safety and stability properties.
It is in particular

(1) the need to support not only specification but as well the design phase of
such systems,
(2) and the need to cater for both safety and stability requirements

which require extensions of previous work such as [Fre05,Fre06,Fre08] and
[TPL04,HMPO1] on compositional verification of hybrid systems. It follows from
(1), that models which assume instantaneous reactions on mode-switching con-
ditions, as is typically done in hybrid automata, are inadequate, since mode
switching typically entails task-switching and thus comes with significant time
penalties. This as well as delays in sensing and actuating the plant caused [JBS07]
to propose lazy linear hybrid automata as a more realistic model of hybrid con-
trol; this model, however, is not supported by a compositional verification ap-
proach. Stauner [Sta01,Sta02] addresses the bridge between specification and de-
sign models by proposing a relaxed non-standard semantics of hybrid automata
serving as specification models and proposes a systematic approach to derive
discrete time design models from specification models such that this robustly
refines the specification model. This approach assures that the implementation
maintains safety properties, but lacks compositionality. A decompositional ap-
proach for verification of stability properties has been developed in [OT09] which
constructs Lyapunov functions [Lya07] for individual modes so that there com-
bination yields a Lyapunov function for the complete systems thus establishing
stability. This approach is, however, not compositional, in that it assumes the
complete system to be given as a basis for decomposition, and does not take
implementation aspects into account.

The key achievement of this paper is thus the development of a composi-
tional framework for component based design of hybrid controllers taking into
account realistic assumptions about reaction times. This entails the need for
what we call alarms in hybrid interface specifications, which alert the environ-
ment of the component about an encountered plant dynamics, for which stability
or safety are endangered, such as through trajectories violating the components
assumptions on plant dynamics. Such alarms come with an escape interval, dur-
ing which safety and stability are still guaranteed by the component itself, thus
providing sufficient margin for task-switching. It is this paradigm shift from cen-
tralized control of mode-switching to a decentralized setting, where modes take
responsibility for creating awareness about the need to perform mode-switching,



which is fundamental for enabling a distributed component based design of con-
trol systems. We provide a simple language in the style of Massaccio [HMPO1]
for the hierarchical construction of hybrid controllers, focusing in this paper
on sequential composition: this allows to connect (alarm raising) outports of
components through guarded transitions with inports of components, whose in-
terface specification explicates assumptions on plant states at entry time so that
safety and stability can be guaranteed, or to propagate alarms upward in the
hierarchy by connecting these to outports of the enclosing system. Such port
connections are annotated both with guards and jumps. We support distributed
implementations of such composed components and give a distributed algorithm
for resolving multiple helpful offers in alarm situations. This algorithm identifies
a single helpful component, to which control is transferred, supporting in par-
ticular the delegation of control to yet unknown helpers in the environment of
the composed system. Additional ingredients of interface specifications are plant
safety and stability requirements, where we support both asymptotic stability as
well as time bounded reachability of plant regions. We describe an approach of
turning hybrid automata into a basic component supporting distributed helper
identification, and employ fully automatic verification procedures [OT09] for
verifying the compliance of such a component realization against its interface
specification, for dynamics given as linear differential systems of equations, lin-
ear convex guards, and linear jumps, in particular relying on automatic synthesis
of parameterized families of Lyapunov functions. For composed components, we
give automatically verifiable verification conditions jointly ensuring, that local
interface specifications augmented with auxiliary invariants such as local param-
eterized Lyapunov functions imply the interface specification of the composed
system. These verification conditions can be seen as generating a constraint sys-
tems on parameters of local Lyapunov functions — if this constraint system is
solvable, the combined system will meet its stability specification.

This paper is organized as follows. The subsequent section introduces our ver-
sion of hybrid automata allowing super-dense discrete time switches as well as
their parallel composition. Section 3 gives syntax and semantics of hybrid inter-
face specifications, shows how to build basic components from hybrid automata,
and provides syntax and semantics for sequential composition of components,
incorporating the distributed protocol for helper election. Section 4 shows how
to establish the correctness of interface specifications automatically, first for ba-
sic components, and then for composed systems. We use as running example a
simple automatic cruise control (ACC) system to illustrate our approach. The
conclusion summarizes the key achievements and explains directions of further
research.

2 Basic Definitions

In the following, we will define a hybrid automaton formalism as required for
the compositional design methodology, differentiating between input variables



that are assumed to be outside the control of the automaton, and controllable
variables that are either local, or outputs variables of the automaton.

Definition 1 (Hybrid Automaton with Inputs). A hybrid automaton is a
tuple ‘
H = (M, Var', Var™, Var°**, RP, R', R® &, 0)

where

~

. M is a finite set of modes,

Var'®®, Var™ and Var°"t are disjoint sets of local, input and output vari-

ables over R, denote Var = Var'® U Var™ U Var®™,

3. @ is a first-order predicate over Var and a variable M, which takes values
in M, describing all combinations of initial states and modes,

4. © is a mapping that associates with each mode m € M a local invariant

O(m), which is a quantifier-free formula over Var,

5. RP is the discrete transition relation with elements (m,®, A, m’) called tran-

. . . VA
sitions, which are graphically represented as m A , where

©

—m,m €M,
— ¢ is a first-order predicate over Var,

/
— A is a first-order predicate over Var U Var'®® U Var®®
loc!

v specifying dis-

crete updates, where Var and Var®™' are the primed variants of the
variables in Var'®® and Var®“,
RP consists of two disjoint sets RE and RP. The subset RE contains the
urgent transitions, and the subset RY the lazy transitions.

6. R is a first-order predicate over Var™ and (Varm)’ of the form A\v® >ar,
where v € Var™, e {<,=,>},r € R. It defines the differential inclusion
modeling the evolution of the input signals.

7. RC is a first-order predicate over Var and (Var'®)" U (Var®*)® of the form
Av® e, where v € Var'®® U Var®, e {<,=,>}, and e is a real linear
arithmetic expression over Var. It defines the differential inclusion modeling
the continuous transition relation.

The discrete update predicate will also often be implicitly defined by a se-
quence of assignments of the form v := e, with v € Var'® U Var°® and e an
expression over Var. We identify such a sequence of assignments with the pred-
icate relating the pre- and post-states of its sequential execution. For graphical
representation, lazy transitions will be labeled in the form ¢/A, and urgent
transitions 1 ¢/A, with A either in predicate or assignment notation. If a set
of assignments is empty, it will be left out, meaning that all variables in Var
remain unchanged upon switching. For a predicate ¢, ¢[.A] is the result of the
substitution induced by A on ¢. Discrete variables may be included into hybrid
automata according to our definition via an embedding of their value domain
into the reals, and associating a derivative of constantly zero to them (locals
and outputs). Timeouts are easily coded via explicit local timer variables with
a derivative taken from {—1,0,1}.



2.1 Behavior

We now give the formal definition of runs of a hybrid automaton H capturing
the evolution of modes and the real-valued variables over time. To this end,
we consider the continuous time domain Time = R of non-negative reals,
for the mode observable a function M : Time — M, and for the vector of
variables in Var a corresponding function X : Time — RIVo"l with X(¢) =
(XC#)T, X1 (t)T]T, describing for each time point ¢ € Time the current mode
m and the current value of all variables in Var, respectively. Here, X¢ covers
all variables in Var'®® U Var®"® and X! all variables in Var®™. Furthermore,
the vector concatenation m(t) = [M(t), X< ()T, X1 (t)T]T describes the overall
(hybrid) state of H. The order of variables in each of the two sub-vectors is
fixed, but arbitrary. We identify the state vector mw(¢) with the corresponding
valuation of the variables in M U Var. For simplicity, for a predicate ¥, we use
the notation 7 (t) |= ¥, if the valuation associated with «(¢) fulfills ¥. We also
define a substitution based on vectors, such that the predicate ¥[Var/X (t)] is
the predicate ¥ with the variable values given by the valuation X (t) substitute
the corresponding variables in Var. The vectors X (¢) and X’(¢) are handled
in the same manner. The time derivative of X (t) is denoted dX/dt(t) or X*(¢t).

Definition 2 (Runs of a Hybrid Automaton). A run of a hybrid automaton
H = (M, Var', Var™, Var°**, RP , R, R®, ®,0)
corresponding to a sequence of switching times (7;)ien € Time™ with
To=0AVieN: 7, <74

is a sequence of tuples (m;),

M, ‘ Xx¢
T, = |:Xi:|7 ’thhXZ: |:)(I:|7

where M; : [7;,Ti+1] — M, Xic iy Tic1) = R, and XE o [m, 1] — RY are
continuously differentiable functions such that

(1) initial state: wo(0) = &

(2) non-Zeno: Vt € TimeFi e N:t <7y

(8) mode switching times: Vi € NVt € [, Tix1) : M;(t) = M(7;)

(4) continuous evolution: Vi € NVt € (75, Ti41) :
(dX{ /dt(t), Xi(t)) = RC(M;(m:))

(5) input evolution: Vi € NVt € Time : (dX}/dt(t), X} (t)) E R!

(6) invariants: Vi € NVt € Time : X;(t) E O(M;(t))

(7) urgency: Vi € NVt € [1;, 7,41)V(M;(t), ¢, A, m’') € RE we have that X;(t) b=
¢.



(8) discrete transition firing: Vi € N

(Mi(Tig1) = Miy1(mig1) A Xi(Tig1) = Xig1(Tig1))
V(3(m,é, A,m') € RP - My(1i41) = m A My 1(1i41) = m/
ANXi(tiv1) E @
A AlVar' U Varo' | XC, (tis1), Var/Xi(ri41)]
A X (Ti1) = X[ (Tign)-

Define m(t) as the m;(t), such that Vj > i : 7; > t, i.e., nw(t) is the sys-
tem state after all (possibly superdense) switches that occur at time t. Define

X(t),M(t), X (t) and X' (t) in the same manner.

Clause (1) stipulates that a run must start with an allowed initial state. The
time sequence (7;);en identifies the points in time, at which mode-switches may
occur, which is expressed in Clause (3). Only at those points discrete transitions
(having a noticeable effect on the state) may be taken. On the other hand, it is
not required that any transition fires at some point 7;, which permits to cover
behaviors with a finite number of discrete switches within the framework above.
Our simple plant models with only one mode provide examples. As usual, we
exclude non-Zeno behavior (in Clause (2)). Clauses (4) and (5) force all variables
to actually obey their respective differential inclusions. Clause (6) requires, for
each mode, the valuation of continuous variables to meet both local and global
invariants while staying in this mode. Clause (7) forces an urgent discrete tran-
sition to fire when its trigger condition becomes true. The effect of a discrete
transition is described by Clause (8). Whenever a discrete transition is taken, lo-
cal and output variables may be assigned new values, obtained by evaluating the
right-hand side of the respective assignment using the previous value of locals
and outputs and the current values of the input. If there is no such assignment,
the variable maintains its previous value, which is determined by taking the limit
of the trajectory of the variable as ¢ converges to the switching time 7;11.

Definition 3 (Reach Set). For some t > 0, define a time bounded reach set
reach(H,®,t) of hybrid automaton H from predicate ® as the closure of

{X|3 trajectory X(-) of Hit >t >0: X(0) P AX(t) = X}.

Analogously, define the unbounded reach set reach(H,®) of hybrid automaton
H from predicate © as the closure of

{X|3 trajectory X(-) of Hit' >0: X(0) @A X(#) = X}.

2.2 Parallel Composition

Output variables of H; which are at the same time input variables of Hs, and
vice versa, establish communication channels with instantaneous communica-
tion. Those variables establishing communication channels remain output vari-
ables of Hp || Hz. Modes of H; || H2 are the pairs of modes of the component
automata.



Definition 4 (Parallel Composition). Let two hybrid automata

H; = (M, Var'e®, Var™, Var®, RP R!, RS &;,0,),

1 =1,2 be given with Varlloc N Varéoc = &. Then the parallel composition

H, || Hy = (M, Var'®®, Var™, Var®", R R! R®, &, 0)
s giwen by:

- M= Ml X Mg,
— Varle = Varl{’c U Varéoc,
— Var‘_”‘t = Var‘_fut U ijgut,
— Var™ = (Var™ U Vary") — Var®",
— RY((ma,m2)) = RY (ma1) A RS (mo)
— R = RI ARE,
— RE consists of the following transitions:
(1) ((mlﬂ mQ)a ¢17 Ah (m/17 mQ)) fO’l" each (mla lea Ala mll) € Rg,lf and
(2) transitions of the form (1) with the role of Hy and Hy interchanged,
— RP consists of the following transitions:
(1) ((m1,mz),®1, Ay, (mh,mz)) for each (my, 1, A1, m}) € RP,, and
(2) transitions of the form (1) with the role of H1 and Hy interchanged,
— =P NDy,
- 9((m1,m2)) = 91(m1) N @Q(mg).

3 Hierarchical Controller Design

In this chapter we elaborate our approach towards component based design
of hybrid controllers. We use a simplified automatic cruise control application
to illustrate our design methodology and the supporting formal definitions. To
simplify the exposition, we restrict ourselves to controller design for a fixed,
given plant — a generalization of the approach would simply take the reference
plant specification as an additional parameter of hybrid interface specifications.

Formally, a plant specification is just a single-mode hybrid automaton ex-
tended with specifications of safety and stability conditions of the plant. Its
input variables subsume the set of actuators, whose valuations are determined
by the controller based on the current observable state of the plant as given
by a valuation of its sensors. Note that we allow additional input variables to
the plant — these correspond to what is typically called disturbances. The rate
of change of these can be restricted by associated differential inclusions, while
bounds on these can be expressed as invariance properties of the plant model.
Stability requirements are expressed in terms of the interface variable of the
plant and allow to specify a (convex) stability region subsuming the intended
point of equilibrium.



Definition 5 (Plant). A plant is a hybrid automaton
P = (Mp,, Vary, Var" RS, RS, RL, &p,Op)

with
— an open first-order predicate gojffe over Var?} U Var®™® describing the safety
constraints of the plant, _
— a convex, open first-order predicate o3 over Vari} U Var%™ describing
the system stability condition.
Out
P

We also define a set of sensor variables S C Var and a set of actuator

variables A C Varﬂ?.

Example For the simple ACC system, we restrict ourselves to a simple plant
allowing to directly influence the acceleration a of the car, which is only per-
turbed through a disturbance s. The velocity v is observable by the controller. To
simplify the discussion, we assume a fixed set point vgesireq, and let v denote the
difference between the actual velocity vgciuar and the desired velocity vgesired-
The stability requirement thus specifies, that v should be close to zero, while the
plant is considered to be in an unsafe state if the deviation from desired actual
velocity exceeds 35m/sec. Define

P=({m,},2,{a,s},{v} @, Rg,R{;, true, Op)
with

~ R(mp) = (v* = 5a)
— RL(mp) = true
— Op(mp) = 0.975 < 5 < 1.025,

go?lfe = (=35 < v < 35), and pgeble = (-2 < v < 2).

Example (cont.) To motivate our approach to component based design of hy-
brid controllers, consider the design of an ACC controller C' controlling the above
plant, given by the following specification:

Comp.‘ Vari"‘ Var®" ‘@assm ‘Spprom ANstable
C vy [{a} [-30<v<30—2<0v* <1.5[300

The controller is employed in the design setting shown in Figure 1. It is re-
quired to drive the plant into its stability region within 300 seconds, for all plants
states which deviate from the desired velocity vgesireqd by at most 30m/sec., and
as long as disturbances are bounded by the plant invariant. We are also look-
ing for an implementation which meets comfort requirements, here simplified to
a maximal deceleration of 2m/sec?, and a maximal acceleration of 1.5m/sec?.
Entry conditions shown in Figure 1 will be discussed below.



RS(mp) = (0* = sa)
— RE(mp) = true

Qp(mp) =0.975 <5 <1.025

v a
entry __
ACC Controller: ® LT
Picks up current velocity setpoint vgesirea at (10 < v < 30)
activation time and controls acceleration to sta-
bilize the plant at set point so that difference entry

U = Ugctual — Vdesired differs at most by 2m/s within ® (pﬁ%
300 seconds, if assumptions stated by controller and | (—13.5 < v < 13.5)
plant hold.
entry __
Activation port dependent on difference between | ¥ ﬁé =
Vdesired aNd Vgctual at activation time. ¢ (=30 < v < —10)

Fig. 1. Controller Design Setting

We envision a future design process for such embedded control applications
which is supported by design libraries, whose components encapsulate “stan-
dard” control solutions. A designer would then check the hybrid interface spec-
ifications for a possible control component supporting the ACC requirement
specification shown in Figure 1.

Let us assume that he finds the following component specification of a com-
ponent named PI.

COmp.‘ VCLT’m‘ Varo™ ‘wassm ‘(pprom ‘Astuble
PI [{v} [a} [|-15<v <15[-1.4 <v® <1.4[300

This component is offering a convergence time to the stability region which
matches the specifications, although only for a restricted subspace of the plant.
It employs an acceleration which matches those of the specification, and thus
altogether looks like a good starting point for the controller design, if we can
extend the scope of the controllable plant region with some “glue” control.

This takes us to a central point of our design methodology. Since we are
addressing, as in AUTOSAR, distributed control applications, where different
subcomponents of controllers are running on different electronic control units,
we can no longer as in hybrid automata rely on a centralized control structure



ensuring mode switching. Instead, in this distributed setting, it becomes the
duty of components to raise an alarm if the dynamics of the plant is evolving
in an unforeseen way (such as through differences between the idealized plant
model and the actual controlled plant, e.g., unmodeled disturbances). This must
happen in time to allow a control component capable of addressing the critical
dynamics to take control.

We thus extend our interface concept by allowing the declaration of possi-
bly multiple outports encapsulating possibly different types of dynamics raising
alarms. Such outport specifications signal the plant state causing the alarm, and
provide time-guarantees for maintaining stability and safety for a rescue period,
thus providing a time-window in which the switch of control can be initiated.
To support a distributed agreement protocol for the selection of the as it were
“helper component”, there is a persistency requirement on such alarm signals.
They also exhibit the plant state at the latest allowable time for control-switch,
as determined by the duration of the rescue period and the cost for control
switching, which we assume to be given as a design parameter 7.

Example (cont.) For the PI control component, we have two sources of en-
dangering the component’s promises in maintaining safety and stability, in that
the vehicle could become either significantly slower or faster than the desired
speed, as catered for in the following two outport specifications:

Outport|Comp.|p2la™Om |, |A, |
oL, |PI  |v>14 |0.006/0.01[13.9<v < 14.1

a%,  |PI  |v<—14(0.006/0.01|—14.1 < v < —13.9

By way of returning to our design scenario, let us assume that the design
library offers a component which addresses traffic situations, where the actual
velocity is significantly below the desired velocity, a simple acceleration compo-
nent ACCELERATE with a still acceptable constant acceleration, which could
recover from such plant states and force the plant into regions allowing a more
fine-grained control, as exemplified below.

COHlp. ‘ V(J,Tin‘ VaTOUt ‘(passm ‘wprom ‘Astable
ACCELERATE|{v} [{a} |-30<wv < —5[v®=1.5[300

The ACCELERATE component raises an alarm if its assumptions are en-
dangered:
Outport |Comp. |patarmOn|y,  |Aqg |@g™
aACCELERATE‘ACCELERATE‘U Z —6 ‘0005‘001‘1} 2 —6

Intuitively, the combination of the ACCELERATE component with the PI
component yields a more robust system, in that safety and stability are now
guaranteed for a larger plant region.

10



We have now motivated most concepts occurring in a hybrid interface spec-
ification. The one remaining concept is that of inports: these serve to activate
components resp. resume execution of components, under specified entry condi-
tions, which jointly cover the assumptions on plant states for which this compo-
nent guarantees safety and stability. Each inport specification defines as well a
time-window in which it promises to respond to rescue requests arriving at this
port.

Example (cont.) The PI component offers a single inport Alarm requests are
answered within a time window of 0.0025 seconds.

entry

Inport‘Comp.‘/\ﬂ ‘@B
Bpr [PI ]0.0025|-135 <v <135

To summarize, a hybrid interface specification for a given plant model P
consists of

— astatic interface definition of real-valued data interface variables and boolean
control variables,

— specification of inports and outports, which in addition to the concepts elab-
orated in the example also define control signals used for distributed agree-
ment in context-switching, as elaborated below,

— aspecification of the plant states for which this component guarantees safety,
stability, and promises,

— promises on the rate of change of out-variables,

— a maximal time to convergence to the plant stability region.

Definition 6 (Component Interface Specification). A component C as-
sociated with a plant P is described by an externally visible interface SPEC ¢
consisting of:

— Vargf”, a set of real valued input variables with S C Varicn, _
— Var2®, a set of real valued output variables which is disjoint from Var® and
C p 5 C
with A C Var%“t, ‘
— C% = {suspend} U {cg, start € ABY U {take, | a« € A%}, a set o
penac B B c Cc
binary control inputs, .
— C%t = {activec, fail o } U {take € ABY U {b,, switchy | « € AZ?Y, a set
C c B e, el
of binary control outputs,
— a set AL of incoming ports (“inports”) given as tuples

B = (cs, Ag, takeg, startg, gogmry)

)

where cg € C&, A\g > 0, takeg € CZ, starty € C&, and gagntry is a
first-order predicate over Vargy U Var&",

— a set A% of outgoing ports (“outports”) given as tuples

exit

a = (ba, @Zl‘m", Loy Ag, takeq, switchey, o),

where b, € C&* palarm s g closed first-order predicate over Varigu Varg“t,

pa >0, Ay > 0, take, € CZ', switch, € CZ, and & is a first-order

. [0
predicate over Var® U Var™,

11



. e ° .
— @™ a first-order predicate over Var®" U Varg™ U Varg U Vard"”,

— @&sm g first-order predicate over Varg U Varg™,

- Asct“ble > 0 is a time after which the system is required to converge to gpspt“ble.

In the rest of this paper we use p&'™ to abbreviate \/ peain @2""’“’

Definition 7 (Switch Time). Define a global variable 0 < T € R, representing
the maximum time needed for a component switch.

We will now discuss how to build controllers hierarchically, and use the run-
ning ACC controller design to illustrate the key underlying concepts and issues.

Example (cont.)

Comp. ‘ Varm‘ Va,r,()ut ‘(passm ‘(ppmm ‘Astable
PI o7 [{a} |-15<v<15|-14<0v" <1.4/300
ACCELERATE|{v} |{a} |-30<v<-5}v*=15 300
Outport |Comp. |patarmOn |y, Ay |@E"H
b, PI v>14 |0.006[0.01[13.9 < v < 14.1
2 PI v < —1410.006/0.01|—14.1 < v < —13.9

apy
daccELERATE|ACCELERATE |v > —6 (0.005|0.01|v > —6

Inport ‘ Comp. ‘ Ag ‘ @Z”"y
Bpr PI 0.0025|—13.5 < v < 13.5
BaccrLerare| ACCELERATE|0.0025|—30 < v < —10

We compose the PI and ACCELERATE components as follows:

— an alarm raised by ACCELERATE is forwarded to the inport of the PI
component,

— an alarm raised by the PI component of type “actual speed is too slow to be
handled by PI component” is forwarded to the inport of the PI component.

Note that such a composition leaves unspecified, how to handle plant dynam-
ics, in which the current speed is much too fast in relation to the desired speed
for the PI component to maintain stability. In general, the composition of two
components then yields a composed component, whose outports must cater for
alarms which are not handled internally. Figure 2 gives an informal description
of the composition of the PI component and the ACCELERATE component.

We can now perform a what in industrial design processes is typically referred
to as a virtual integration test:

— Is the plant state at context switch time as given by the exit predicate of the
outport compatible with the plant state required by the connected inport?

— Does the inport have sufficient time to take a decision on whether it is willing
to accept the alarm? To this end we compare the promised minimal stability
period p, of outport, as expressed by the Ag which provides an upper bound
for the inport to reply to incoming alarms.

12
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ACCELERATE

Fig. 2. Interconnection of ACCELERATE and PI

QACCELERATE BACCELERATE

Having successfully carried out the virtual integration test, we can now either
derive a component interface specification for the composed system Cs, by prop-
agating information derived from local specifications towards the boundary of
the system, or check, whether an a priori given specification of the composed sys-
tem Cs is derivable from local specifications. This reasoning will be formalized in
Section 4 on verification of hierarchical component based controller designs. The
key property conspicuous already in our simple example is, that this reasoning is
completely independent of the actual implementation of the subsystems. Indeed,
the PI component might itself be composed of several subsystems, or be given
as a what we call basic component: both the virtual integration test as well as
compliance of the composed system to an interface specification of the composed
system is purely based on component interface specifications. Industrial jargon
uses the term grey boz view to refer to schematics of a composed system as in
Figure 2, where only the interface specifications of subsystem as well as their
interconnection via ports are known. In contrast, a white box view of a com-
posed system would also make visible the internal realization of the subsystems,
across all levels of hierarchy. We will use a white box view on composed systems
to define their semantics, and a grey box view in Section 4 for compositional
verification of such systems.

As in the ACC example, components of a composed system offer different
capabilities in establishing safety and stability requirements of one and the same
plant. The formal definition of what we call the transition composition of com-
ponents exhibits the following aspects.

— Alarms may be either be handled locally of forwarded to a yet unknown
environment.

— We allow for multiple helpers, and offer guards on port connections to filter
propagation of alarms.

— On the path to local helpers, interface variables of the entered component
may be updated (thus motivating the usage of term transition composition).

— Statically it must be possible to have at least one feasible path to ask for
help: the disjunction of all guard conditions related to a single outport must
be a tautology.
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In Def. 6 we defined the externally visible interface of a component C. Com-
ponents may also use local variables internally and we denote the set of these
variables with Vari®. In the following definition we use C(a) (resp. C(j)) to
denote the component C' the port a (resp. 3) belongs to, i.e. « € AZ" (resp.
B e AR).

Definition 8 (Transition Composition of Components). Let C be a com-
ponent and let {C1,...Cy} be a finite set of basic or composed components with

— Varg! = Varg, for all i,
— Varg" = Varg" for all i,
— all AZ*, AG, as well as A" and AE are disjoint.

We define Varlé’c =, Varlc‘«’f and call C a transition composition of the
components C1,...C, with port connection (P, Q) (we use S¢p,g)(Ch1,...,Cr)
to denote it) iff

(a) P is given as a set of tuples describing transitions of the form

(O‘v {(61’91’-’41)7 SR (ﬁkvgkwAk)}a {(Oél,g;), SRR (alng})’

with
RIS 0,k+1>0,

Bi € U; A& with B; # B for alli #j € {1,... k},

— o € A% with o # «; for alli # j € {1,...,1},

— gi and g are first-order predicates over Vart U Varls® U Varg™, such
that for each tuple \/; g; V' \/, g; holds,

— for all (a,{(B1,91, A1) -+ (Br> grs Ar) 15 {(a1,91), - - -5 (u, 9))}) €P, @
belongs to a different component than all B; (no loops, C(a) # C(5i)),

— A; is a set of assignments for Varicn(ai) \ S depending on Vardy, U

Varout
C(a)’
— for all «, there exists exactly one tuple (a, S1,52) € P (each outgoing
alarm is connected to exactly one family of incoming alarms).
(b) The second component Q of the port connection is a totally defined mapping
from AE to | J; AZ .

This definition connects the components Ci, ..., C, that have equal Var™ and
Var®® and the result is a component C. The composition C' and its components
Ci,...,Cy carry control in- and outputs that are connected appropriately in the
above definition. A tuple

b= (a’ {(61791)A1)7 B (ﬁkagkvAk)}’ {(0‘1’9/1)’ T (O‘lvgl/)})’

connects an outport a of a component C; with some inports (3; of the other
components and with some outports o; of the composition C. The idea is that
the outgoing signal of « is forwarded to the §;’s and «;’s such that each receiver of
this signal is able to respond appropriately and to take over. However, this action
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requires that the corresponding entry condition of the activated component is
met. Hence, the composition must be able to ensure that and therefore p adds a
guard for each receiving port. Moreover, it adds assignments to each connection
between « and an inport 3; of another component. This allows for setting non-
sensor variables as required. The above definition lists sanity conditions for a
port connection p. There must be at least one receiver, no inport is used twice
as receiver, no outport is used twice as receiver, there is always at least one of
the guards satisfied, and there are no loops, i.e., no component receives its own
outgoing signal. All these tuples are collected in the set P and for each outport
that appears in Cq,...,C, we have exactly one p € P describing the receivers
of this signal.

The inports of the composition are receiving signals and therefore this in-
formation must be forwarded to some inports of its components. In the above
definition this is done by an one-to-one mapping Q. In Fig. 3 an example for
transition composition is given. It consists of a composition Sp o(A, B) of A and
B which is then composed with C.

We now return to the role of the control signals in component interface
specifications. Consider the transition composition of components A, B, and
C in Figure 3, and assume a distributed implementation, where A and B are
allocated on ecu;, and C is allocated on ecus, and consider an alarm raised
by component B at outport ay. We will now informally describe a distributed
agreement protocol, ensuring that all ECUs agree on the component to handle
the alarm, called distributed identification of helpers. The challenge arises from
the distributed execution, and the possibility of multiple helpers. Much as in
distributed cache coherency protocols, we need to enforce a serialization point
so as to avoid race conditions leading to inconsistent states, where say both A and
C believe to be the chosen helper. We describe the protocol informally using the
sequence chart given in Figure 4. Formally, we will define with each component
wrapper automata jointly implementing the protocol. Such wrapper automata
are constructed both for outports — such as Hs(B) — , for port connections —
such as Hp and Hps —, and for inports, such as Hg, (A) and Hg,(C) in Figure
4.

The protocol is initiated from the basic component B: it raises an alarm at
its outport ay, which causes the control signal b,, associated with this outport
to be generated. There are two levels of hierarchy enclosing component B, each
specifying through port connections potential helper components. From the inner
hierarchy, we see that either the alarm can be handled locally — this is reflected
by requesting help from import 8; of component A through generation of the
control signal cg, associated with this inport, or externally, which is represented
by generating an alarm at the outport a4 of the composed system, represented
by setting its control signal to 1. This is handled by the wrapper automaton Hp
for this port connection running on ecu;.

We now have two independent message flows — in which the generated control
signals are propagated either locally within ecu; or externally to ecus (typically
with different arrival times). The local flow will lead to a response of component
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P
Vary Variy
C
B3 43 true
true true 55‘
Qs ez /34‘/
true g
aq
N A
451’ g ia2 52
B -
SP,Q(Av B)
Spr,0/(C,Sp,o(A, B))

(a1, 9, {(as, true) }),
(c2, {(B1,9)} {(a,~g)})

(as, {(Ba, true, @)}, @),
Overall: Sp/ o/ (C,8p,0(A, B)) with P’ = ( (a4,{(Bs, true, @)}, ), p and
(CM5, (Bg,true,@)},@)

Bottom: SP,Q(A, B) with P = { } and Q([‘Ll) = [a.

9Q'(Bs) = Ba.

Fig. 3. An example for a composition

A through its inport 81 to be ready for taking over, as indicated by setting the
associated control signal takeg,. The external flow will lead to the generation of
a help request (control signal cg,) to the inport of component C, generated by
a wrapper automaton interpreting the port connection P’ of the outer hierarchy
level. Component C' will indicate its readiness to accept the alarm by setting the
control variable takeg,. Outports of composed components act as a proxy for
the environment, in that the existence of at least one helper component in the
environment of the sequential composition of A and B, such as component C is
then communicated internally, with the outport behaving on behalf of an inport
of such an environment component. Thus outport a4 generates take,, in response
to receiving takeg,. The protocol automaton Hp associated with port connection
P will for each offer for help consult guards of port connections, and only register
this offer for help, if the guard condition is true. Note that this condition might
change dynamically; Hp thus constantly monitors guard conditions associated
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The diagram represents the sequence of signals that are set as a consequence
of setting ba,. In this example there is a race between the inport £, and Ss.
As soon as a take is observed by Hp, the automaton forwards this to B. When
the switch signal is set, the automaton Hp decides by considering the guards
who takes over.

Fig. 4. Sequence of communications when b,, is set

with registered helpers, and removes registration if associated guards become
false. The protocol will ensure that helpers maintain their readiness for help,
until finally a helper is selected. This selection occurs as follows. As soon as
there is at least one registered helper, Hp signals this information to the outport
oz which raised the alarm, by setting its in-control signal take,,. If this signal
arrives prior to the expiration of the rescue period, taking into account the time
needed for context switching, the context switch is initiated by the declaration on
part of B to now delegate control to some helper, through setting switch,,. Hp,
the single point of serialization in this protocol, consults upon receiving switchq,
the list of registered helpers, and nondeterministically picks one of these. In the
example above, depending on the guard condition g at helper selection time, this
can either be the local helper A, in which case it passes control to helper A by
setting its in-control-signal startg,, or some external helper, in which case Hp
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delegates control to the helper in the environment of the sequential composition
of A and B by setting switchy,. In the former case, the environment would be
informed, that a helper has been found by resetting b,,, which in turn would
cause component C' to withdraw its offer. In the latter case, b,, is withdrawn,
and any local helper such as B will withdraw its offer. We note that watchdogs
are employed in various places in the protocol to monitor the deadline for context
switching, as defined by the rescue period of the alarm raising outport and the
time needed for context switching. In case such a watchdog expires, a failure
state is reached.

We now complement the definition of hybrid component interfaces and tran-
sition composition of components with three steps addressing in particular their
semantic foundation. We will first show how to systematically derive basic com-
ponents from hybrid automata and define the induced semantics of basic compo-
nents. We then turn to the semantics of transition composition, which is derived
inductively from the semantics of its components and automata implementing
the distributed helper agreement protocol. Finally, we define the satisfaction re-
lation between component implementations and hybrid interface specifications.
The section is wrapped up by completing the construction of the automatic
cruise controller.

Definition 9 (Hybrid Automaton for a Basic Component). Let
H = (M, Var'®, Var™, Var°**, RP, R® R!, ®,0)
be a hybrid automaton with disjoint Var'®®, Var™, and Var®". Define

— for each incoming port 3 in A, a first-order predicate 5 on Var'®®, describ-
ing admissible initial values for the local variables when startg is received,
— for each incoming port B in A™, an initial mode mg € M.

We call H an admissible hybrid automaton for a basic component C' asso-
ciated with a plant P if and only if

— Var® = Var™,
- Varg" = Var®™,
- = VBEA"C" $3, and

_ (pgssm — /\mGMQC(m)

In this case we use Ho to denote the hybrid automaton H of the basic com-
ponent C'.

Now consider an admissible hybrid automaton for a given interface specifi-
cation. From an implementation perspective, we now wrap the code generated
from this hybrid automaton with code supporting suspension and activation,
an automaton providing a single point of serialization for all outports, and au-
tomata implementing the distributed agreement protocol requirements for in-
ports. Cast as a formal definition of the semantics of basic components, this can
be formalized as a parallel composition of a relaxation of the hybrid automata
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providing the component implementation, and as timed automata implement-
ing the distributed agreement protocol. This relaxation of the admissible hybrid
automaton enforces no constraints on the input and output variables whenever
the component is inactive.

Definition 10 (Semantics of a Basic Component). Let
H= (M, Var'e, Var™, VarOUt,RD7RC7RI,¢,9)

be a hybrid automaton, and C a basic component such that H is admissible for
C'. The semantics [C] of C is the parallel composition of hybrid automata

To=Hy | Hy | H | (Iseaz Hs).
which are defined as follows.

— Hi s a hybrid automaton that is basically H but augmented with a mode
Minact for inactivity and a mode Mygiieq for failures:

Hy = (M U {minacta mfailed}a Varloc’ Vari]z[ll, VGJ’OUt U {faz'lc},
Rgl ) Rglla true, PAM = Minacts @Hl))

where
o minqctvmfailed ¢ M; )
o Varyy = Var™ U {activec} U {startg | B € AZ},

R i, = RE U{(m, activec = 0,3, Minact) | m € M} (1)
U {(minact, activec = 1 N Startﬁ A sOg’mtry7 (2)
Sp/ﬂ N /\ (U/ = U),m/g) ‘ B c gz}7
ve Varowt
U {(minact, activec =1A StCLT’tB A _‘SDZntry, (3)

faile == 1, mpaiea) | B € ALY,

where (P’B 1s Pg with every variable primed,
hd RE,Hl = RE
e RY (m) = R%(m), if m € M, and RS} (Minact) = true,
e O, (m)=06(m), if m e M, and On, (Minact) = true,
— Automaton Hs ensures that the variables activec and fail o are only changed

by discrete transitions (Fig. 5). It also reacts to suspends signals by deacti-
vating the component.

— The hybrid automaton Hs handles all outgoing ports. It is defined as follows:

H3 = (M37Vj._’,locvV?jn7‘/ESOUtaR?€)7R§7R§7¢)3793)
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with
M; = (2A°c“ X 21“‘5‘”) U {Faill,
V3% = {ta | o € AZ"},
Vir = {activec} U Vargh U Var&™ U {take,, | o € AZ'},
VU = {fail o } U {ba, switch, | o € AZ"Y,
R5’3 = {((X,Y), %™ A activec, by = 1,14 =0,
(XU{a},Y) |a¢d XUY}
//Alarm « is set
U{((X,Y),ta > a, faile :==1,Fail) |a € X}
// Failure: alarm o has exceeded the mazimum duration
U{((X,Y), takeq Nt < Aq — T,bs :=0,t4 :=0,
(X\{a},YU{a})) [ac X\ Y}
//Alarm « is reset because of a take
U{((X,Y),t, =0,
switchy, = 1,Yv € V" U V{\ {switchy} : v := 0,
(9,9)) |aeY}
//A switch,, is set because of a previous take,,
RLD_B = {((X,Y), fta <to < Ay A—@2™ b, = 0,t4 := 0,
(X\{a},Y)) |ac X}
//Alarm a can be reset
RS (v) =0 for all v € V"
RS (v) =1 for all v € Vi

RL = true

b3=M=(z,2)A [\ v=0)
veVputuviee

O3 = true

(10)

— The automaton Hg for an incoming port 8 = (cg, \g, takeg, startg) € A% is

given in Fig. 6.
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On Hy of the semantics of a basic component: The purpose of H; is to add the
intended control strategy of H into the semantics. However, we have to augment
this by additional locations and some transitions in order to satisfy SPEC . The
automaton H; behaves like H except for the case that activec becomes false.
In this case H; switches by (1) from an arbitrary location to the additional
location mnqe¢ which stands for inactivity. As soon as H; discovers a rising
edge of activec together with startg the automaton fires transition (2) because



activec =0
failg =0

1 suspends =1/
activec := 0

Fig. 5. Automaton H»

cg =1Atg > 0/takeg :=1,tg :=0

teg=1/tg =0

takeg = 0

entry
tg < 7' Ny
/activec :=1

Fig. 6. Automaton Hpg

it knows that is activated again via the incoming port 8. The assignment that
belongs to this transition keeps all variables of Varg“t stable but executes the
assignments @3 given by the definition of 5 when switching to mg. Note that
both @3 and mg were given in Def. 9. However, if the activation takes place
while the entry condition wgntry is not given, then H; switches to a location

Mfailed and sets fail .

On Hs of the semantics of a basic component: The purpose of Hs is to manage
the outgoing alarm signals b,. To this end Hs has locations defined in (4) of
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the form (X,Y) with XY € 24" with only one exception needed for failures.
The idea of a location (X,Y) is that for all & € X the corresponding signal
be, is currently set. If o € Y then this means that the component has observed
a rising edge of take,. The transitions are defined to keep these invariants. In
(5) the signal b, is set as soon as %™ is satisfied while C is active. With
this transition a timer t, is reset to observe whether a take, is set in time or
@alarm hecomes false in time. If this is not the case, then the transitions in (6)
will switch to the exceptional failure state and will set fail~. The transitions (7)
are fired provided that a take, signal arrives in time, i.e. it arrives 7 time units
before the component is signaling b, for A, time units. This transition moves «
from the X set into the Y set. For an « being in Y the automaton has to react
within 0 time units by setting switch,, as given in (8). If b, is set for at least
lle, time units the automaton is able to reset this signal provided that @2/ is
not satisfied anymore (9). Note that these transitions are not urgent, hence the
automaton is not forced to do this if the transition is enabled.

On Hg of the semantics of a basic component: The purpose of Hg is to handle
incoming requests at inport §. Initially it waits in idle until a rising edge of
cg is observed. This enforces a transition to alert where the automaton might
remain for a while. Due to the timer g and the urgent transition with guard
tg > Ag the automaton sets takeg after at most Ag time units and switches to
state offer. A prerequisite is that the cg is still set, otherwise Hg moves back to
idle. In offer it waits for a falling edge of cg. If this happens with startg being
set, the automaton switches to activate and activates the component after at
most 7 seconds. Otherwise, i.e. startg is not set, the automaton proceeds to idle
without activating the component. In case that the activation must take place
(7 seconds elapsed) and the entry condition ¢g'™ is not true, the automaton
sets fail.

We can now define the semantics of the transition composition of components
Ci,...,Cy, where in taking a white box view we assume as given the semantics
[C;] of the components. The semantics is defined in terms of the parallel compo-
sition of the hybrid automata representing the semantics of its components, and
three timed automata which define activation and failure of the composed sys-
tems in terms of the status of its components, interpret the connection of inports
of the composed system to local inports in propagating control signals outside-
in, and interpret all port connections for all local outports to implement the
distributed helper identification protocol. Note that control signals ensure that
there is always at most one active component inside a transition composition of
components.

Definition 11 (Semantics of a Transition Composition). Let C be a com-
ponent obtained by a transition composition of the components Cq,...C, with
port connection (P, Q). The semantics [C] of C is the parallel composition of
hybrid automata

Ic = (”[[Qﬂ) | Hr || Hp || Ho

7
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| Hi, (O)]
e |

B3

L 2
fﬁ;ﬂ true

__ .a4

-g

g - —=

| Hp |

S’P,Q(A7B)
Spr,or(C,Sp,o(A, B))

Fig. 7. Semantics: Automata involved for asp

with the following components.

— Hr is a hybrid automaton that handles the reactions to suspendc, startg,
and Failc, appropriately:

My ={inactive, active, failed}
v o,
Vim ={starts | B € A%} U {activec,, fail -,
U {suspend}
VPt ={suspend¢. | i€ {1,...,n}} U{activec, fail -}

ie{l,...,n}}
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Ry ={(m, failg,, fail =1, failed) | i € {1,...,n},m € Mz}
// A component failed, hence the composition fails.
U{(m, suspend -,
activec = 0, suspendg, == 1,..., suspendg =1,
inactive) | m € My \ {failed}}
// Suspend is forwarded to all components.
U{(inactive, suspend -,
suspendg, :=0,...,suspends := 0, inactive)}
// Reset of suspend is forwarded to all components.
U{(inactive, startz A wg"try, activec := 1, active) }
// A startg activates the composition C.
U{(inactive, startz A ﬂwgntry,failc := 1, failed)}
// A startg without meeting the entry condition.

U{(active, activec,,

suspendg, :=0,..., suspendq, =0, suspendg, =

..., suspendC,, := 0, active)}

// When a C; becomes active, all others are suspended.

R?,T =g
RE(v) =0 for all v € V"t UV}
RL =true

&p =(M = inactive A /\ v =0)
veVveutyylee

Or =true
— Hg is a hybrid automaton that implements the invariant

VB € AL (cp < co(p)
N(takeg(py < takeg)
N(startg <— startg(g))

— Let A = J; A% and A% = |J, A% . We set
HP = (MP’ V7l’oc’ ng, 7(>)ut7 Rgv Rgv R7I?v ¢P7 87’)
with
MP :2AS’!‘C % 2AST‘C><(AdStUAOC’U.t)’

Ve =2,
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VA =Var® U Vard™ U {by, switch, | a € A}
U {takes | B € A%} U {take, | a € AZY,
VUt ={cg, startg | B € A¥'} U {by, switchy | o € A%}
U {takey | o € A°7°},
R{},P = U ngp(p) where Rg’p(p) is defined in Fig. 8

pEP
RY p =2
RS (v) =0 for all v € VA" U V*
RL =true
bp=M=(2,2)A [\ ©v=0)
veVgutuviee
Op =true

In summary, the semantics of a transition composition is the parallel com-
position of semantics of its components together with three additional hybrid
automata Hp, Hp and Hg. The automaton Hp implements the following prop-
erties:

— Whenever a fail s, of a component occurs this leads to a fail signal. There
is no way to reset fail.

— Whenever a starts signal is given then the composition is activated provided
that the entry condition @Z”try is met. Otherwise H¢ produces a fail » signal.

— It observes activec, signals of the components and provide suspendcj signals

to all j # 4. This is needed in case of an internal take over situation.

In the case of Hg this automaton just implements invariants over the variables.
As the details of this automaton is straightforward they are not given here. The
invariants implemented are also fairly obvious. Not trivial is the construction of
Hp. Its purpose is to implement the correct handling of the outgoing signals of
the components. A location of Hp is a pair (X,Y"), where

— X contains all @ € A®*"¢ which are currently set. The set A®*"¢ is the union
of all outport of the components C1, ..., C,.

— Y is set containing pairs («, ;) or (o, ;) where v € A°"¢, f3; is an inport
of a component and o is an outport of the composition C. A pair being in
Y stands for the information that « is set and a take from f; resp. o; has
been set.

The transitions of Hp are given in Fig. 8 and they are implementing the invari-
ants for the locations given above. Whenever b, becomes true, then « is added
to the X set (11). Moreover, this transition forwards this signal to all connected
inport and outport. As soon as a take is received from there the corresponding
pair is added to the Y set (12-13). To do so, it is required that the given guard
g; Tesp. g} are satisfied. The transitions (14-17) handle the various cases that
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For a tuple

p= (av{(ﬁlvghAl): ) (/B’ﬁgk?Ak)}?{(al?gi% ) (0”791/)}) eEP

we set R{;p(p) to

{((X,Y),ba,c3, :=1,...,¢c8, :=1,ba; :=1,...,bs, =1,
(X U{a},Y)) [a ¢ X}
//Alarm « is set, all connected §;, aj are set
U{((X,Y), takeg, A gi, takeo :=1,(X, Y U{(, 8:)})) | « € X, (o, Bi) ¢ Y'}
//There is a take from a connected ; which is forwarded
U{((X,Y), takea; A gj, takea :=1,(X,Y U{(a,a;)})) | a € X, (a, ;) ¢ Y}
//There is a take from a connected «; which is forwarded
U{((X,Y), ~(takegs; A g:), takeq =1,
(XY \{(e, B)}) | e € X, (o, Bi) €Y, Ty s (,7) € Y\ {(e, 8:)}
//B: is not able to take over anymore, but an alternative is left
U{((X,Y), ~(takegs, A gi), takeq =0,
(XY \{(e, B)}) [ a € X, (o, i) € Y, 2(Fy: (a,7) € Y\ {(«, £i))}
//Bi is not able to take over anymore and no alternative is left
U{((X,Y), ~(takea, A gi), takeq =1,
(XY \{(,a)}) [a € X, (e, a;) €V, 3y : () € Y\ {(a, a5)}
// is not able to take over anymore, but an alternative is left
U{((X,Y), ~(takea, A gi), takes =0,
(XY N {(a,05)}) [a € X, (a,a5) € Y2 (3Fy = (,7) € Y\ {(@, 05))}
//c; is not able to take over anymore and no alternative is left
U{((X,Y), switchq, startg, :== 1, A;, RESET(Vary™ \ {8:}),
(gvg)) ‘ ae€X, (O‘aﬁi) € Y))}
//There is a switch which is forwarded to a connected 8
U{((X,Y), switcha, switcha, := 1, RESET (Varp" \ {a;}),
(2,9)) | a € X, (a,a;) € Y))}

//There is a switch which is forwarded to a connected «

where RESET ({v1,...,vam}) stands for v1 :=0,...,0p :=0.

Fig. 8. Urgent transitions for a p € P
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either a guard becomes not satisfied or the corresponding take signal was reset.
They have to distinguish the case whether the take, signal has to be reset or
not. If a (o, B;) or (o, ;) must be removed from the Y set, then the question
is whether an alternative is left. If it is, the take, can remain set, otherwise it
must be reset.

As soon as a switch,, occurs the Hp automaton has to react without delay due
to the transitions (18-19). They select a switchq,; or starts, signal where (o, a;)
resp. (a, ;) must be in the current Y set. This ensures that the corresponding
guard is currently satisfied. In case of starts, the assignments are also executed.
Note that the selection is done nondeterministically if more than one option is
available. However, the reaction to a switch, happens without delay because the
transitions are defined as being urgent.

Definition 12 (Semantics of a Closed Loop). The semantics of a closed
loop consisting of a component C and a plant P is defined as [C || P] :=[C] || P.

O BRAKE BBRAKE
BRAKE 3  Jee
/32
’ N\
B2
ACCELERATE =2 ® 52
X ACCELERATE ﬁAGCELER/\TE ﬂc

Fig. 9. Interconnection Structure for the ACC Example

We now complete the design of the ACC controller.

Example (cont.) We complete the design by adding a BRAKFE component to
cater for the so far unserved alarm of the PI controller for plant situations where
the actual velocity is much higher than the desired velocity, and arrive at the
hierarchical composition depicted in Figure 9.
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Comp~ ‘ VaT’m‘ VLL?”OM ‘ Va?”loc ‘Qpassm ‘wpmm Astable

c v} [Har [{z} |-30<v<30|-2<v*<15 [300
BRAKE {v} |{a} | 5<v<30  |[v*=-2 300
Cs {v} |a} |z} [-30<v<15|-1.4<v* <1.5/300
PI v} Had [z} |-15<v<15|-1.4<0® <1.4[300
ACCELERATE|{v} |{a} |& |-30<v< —5[v*=15 300

Table 1. Component Interfaces (and local variables) for ACC Example

Outport Comp. el ™o o |Aa |

QUBRAKE BRAKE v<6 [0.005/0.01|v <6

ac, Cs v >14 10.006/0.01|13.9 < v < 14.1
ak; PI v>14 [0.006(0.01/13.9 < v < 14.1
o PI v < —140.006(0.01|—14.1 < v < —13.9

QX ACCELERATE ACCELERATE |v > —6 ]0.005/0.01|v > —6
Table 2. Outports for ACC Example

All specifications of components are summarized in Tables 1, 2, and 3. We
provide admissible hybrid automata for the basic components BRAKE, PI and
ACCELERATE as follows.

Hprake = ({mBrake}, @,{v}, {a}, @, true, true, true, Opraxe)

with
— Oprake(mBrake) = (a = —2).
HPI = ({me1}7 {x}7 {U}7 {a}7 @, Rgla tTU@, ¢P17 QPI)
with

- Qp](mp[) = (a = —0.001x — 0.0521)).
- Rg[(mCPI) = (1" = U)

— (pp] = (.%' = O)
Inport Comp. As wgntry by
C c 0.004 |10 < v < 30 n/a
2 c 0.004 |—13.5 <wv < 13.5|n/a
2, C 0.004 |-30<v < —10 |n/a
BBRAKE BRAKE 0.003 |10 <v <30 n/a
BE, Cs 0.004 |—13.5 <wv < 13.5|n/a
B2, Cs 0.004 |-30<v < —10 |n/a
Bp1 PI 0.0025|—13.5 < v < 13.5|z = 0
Baccrrerare|ACCELERATE|0.0025)—30 < v < —10 |n/a

Table 3. Inports (and initialization of local variables) for ACC Example
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HAcCcELERATE =

({macceLeraTE}, D,{v},{a}, @, true, true, true, © AcCELERATE)
with

— OaccereraTE(MACCELERATE) = (0 = 1.5).

1 1 1 1 1 1 1 1 1
0 100 200 300 400 500 600 700 800 900 1000

Fig. 10. Example trajectory of Hpy || P: time (horizontal axis) vs. velocity differential
v (vertical axis)

Figure 10 gives a sample trajectory with the closed loop of the PI controller
and the plant model.

We conclude this section by formally defining the satisfaction relation for
hybrid interface specifications.

Definition 13 (Satisfaction of Component Interface Specification). An
implementation I (in terms of a hybrid automaton) satisfies the interface speci-
fication SPEC ¢ of a component C associated with a plant P (denoted by I | P |=
SPECc) iff

(A) Var}’”t D Varg”t ucgH,

29



(B) Var{* 2 Var& uci,
(C) | i = =@ for all a € AZ?,
(D) Eeg™™ = opl Apgem

and for all runs that are failure-free (i.e, O—fail) satisfy the following require-
ments:

(E) —activec UNLESS (vﬂeAiC"(smrtﬁ A gp;ntry)) (a component is inactive ini-
tially unless it is started via an inport [3.)

(F) Yo € AZH : =O(mpdlarm | (alarm A getivec A —by)) (when @™ becomes
true while the component is active, b, holds)

(G) Yo € A%+ =O(=by U (by U <4, —bo A —takey)) (when b, becomes false
without receiving a take, b, was on for at least j, time units)

(H) VB € Al : ~O(=startg U startg A —activec)A
= (mactivec U activec A= \/ﬁGAicn startg) (a component is activated exactly
when a startg has a rising edge)

(1) = (—suspend s U suspend - A activec) A
—O(activec U mactivec A —suspend ) (a component is deactivated exactly
when suspend has a rising edge)

(J) VB € A% : =O(cp A —takeg U 55, true) (an incoming alarm is answered by
takeg after at most Ag time units)

(K) VB € AZ : O(takeg A —cg U —o—takeg) (takes is only set when an alarm is
incoming)

(L) VB € Al . =O(takes A cg U (—takeg A cg)) (takeg is not withdrawn if the
incoming alarm remains)

(M) =< (=activec U (activec A=) (™Y holds whenever a component is

activated)
(N) O(activec = gp‘;’f& A& N ™™) (active components guarantee cp;afe A
SDassm A Solc"rom)

c
(0) DO(activee = ((OAgabzc(Dgoth“ble)) UNLESS (—activec)) (active compo-

nents guarantee convergence to @%able within Ag“ble time units)

(P) Va,a € AZ : =O(mswitchg U (switchg Abyr)) (when switchy has a rising
edge, then all outgoing alarms are reset)

(Q) VB € At oo € A%+ =O(mswitchg U (switchy, A takeg)) (when any switch,,
has a rising edge, then all takeg are reset)

(R) Ya € AZ* : =O(mswitcho U (switcha A=pi™)) (when switche becomes true,
P& s guaranteed)

and for all trajectories that initially fulfill @™ and fail for the first time at

time t (i.e., ~fails U —4fail 5 ):

(S) Ba € A%ty <t — Ay V' € [ta,t] : ba(t') V (3B € AL : startp(t) A
—mpg”try(t)) (a failure is preceded by an alarm that becomes and stays active
at least A, time units earlier or the failure is due to an entry condition for
an inport (B that is not met during the activation.)

(T) O(fail, = (Ofaily)) (once a failure occurs, fail remains true)
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4 Hierarchical Verification of Robust Safety and Stability

In the following we give verification conditions for basic components and transi-
tion compositions thereof. These verification conditions imply that the compo-
nent fulfills its interface specification, so that both safety and stability properties
are guaranteed while the component is active. The verification conditions are of
three types:

— inequalities on scalars: these include the different timing constraints involv-
ing the Ag, ftq, or Aqg,

— implications on first order predicates: these relate the predicates that are part
of the interface specification (e.g., pg"Y, patarmon, (pgntry) to one another,
and

— Lyapunov function conditions: these are used to prove stability of the system,

using parameterized Lyapunov functions.

Lyapunov functions are abstract energy functions of the closed loop. Intu-
itively, a Lyapunov function maps each system state onto a nonnegative energy
value, with the restriction that the function must always decrease along every
trajectory, unless a designated equilibrium point is reached. Since the Lyapunov
function also has its minimum at this equilibrium, it serves as a tool to prove con-
vergence. In the following, we define Lyapunov functions for single-mode systems.
Lyapunov functions will be used in the verification conditions for stability. In
particular, there will be constraints on the existence of Lyapunov functions with
a particular parameterization. Specialized software (SDP solvers [Bor99,RPS99])
can be used to carry out the automatic computation of these functions.

Definition 14 (Lyapunov Functions). Let
H = ({m}, Var'®, Var™, Var°“, @, R®, R!, ®,0)

be a hybrid automaton and Var = Var'® U Var™ U Var®“t.
Let X = [(XO)T (XE)T (XDTIT be a vector of valuations of Var, with
subvectors X©, XL and X! pertaining to the variables in Var®™, Var', and

Var™, respectively. Furthermore, define the vector of controlled variables as
X = [(XOT (XE])T)T. Assume that RC (m) is given by a differential inclusion

RI Varloc |+ Varm“’\

X" e F(X),F: Var — 2
and R' by a differential inclusion

in|

]R\ Var

X" e G(X1),G: Var™ — 2
A Lyapunov function wrt.

— an equilibrium state X2 € R‘V‘”m',XS = pstable and
— a nonnegative function f : Var — R such that f(X) =0 if X = X©
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is a function V : RIVe"l 5 R for which there exist k1, ko, ks > 0 such that for all
X = 0O(m):

(1) k||X9 = X2|? < V(X) < k2 f(X) o
(2) V*(X) = SUPXTeq(XxT1),XCeF(X) (fzi;}((X)‘ [))((1 ]) < —ks3f(X)

The values of ko and k3 will later be used to estimate convergence time
toward a 3%, Note that the set of Lyapunov functions for a given system
is closed under conic combination, i.e., if the V; are Lyapunov functions for a
system, then, for all A\; > 0 such that at least one A; > 0, >, \;V; is also a
Lyapunov function. Moreover, the constants ki, ko and ks also add up in the
same manner, as the Lyapunov function ), A;V; will have constants k1, k2, and
ks, that are the weighted sums over the \; of the corresponding constants of
the V;. This property will be exploited heavily in the verification conditions.
The function f can, in general, be chosen arbitrarily. However, some choices will
result in better convergence time estimates than others. Ideally, the function
f(X) should be of similar form as V(X) and V*(X), since this provides the
tightest overapproximations.

Note that, while the equilibrium state X2 is only defined in terms of output
variables of a system, the function V can potentially talk about all variables in
Var, but is not required to do so. This is sufficient, because we are only interested
in convergence of variables that are a) externally visible, and b) actually under
the control of the system. However, it is sometimes helpful to define a Lyapunov
also in terms of non-output variables, especially if the output variables show
non-monotonic behavior. The ACC provided as a running example is such a
case.

For the stability analysis, we will apply Lyapunov functions to the closed
loop only, i.e., the input variables of the system to be analyzed will be viewed as
external disturbances, and the only local variables will be those of the controller,
as the local variable set of the plant is per definition empty. Any sensor or
actuator variables will also appear as output variables in the closed loop, as per
Def. 4.

For a vector v € R”, defined v(¥ as the i-th component of v. Next, we give
the verification conditions for basic components, given a plant P.

Theorem 1 (Verification Conditions for Basic Components). Let C be
a basic component with implementation semantics I as defined in Def. 10, with
an admissible hybrid automaton He, which just consists of a single mode and no
discrete transitions. Define H = ({m}, Var'e, Var™, Var®", &, RC, RI.®,0) as
the hybrid automaton obtained by the parallel composition He || P. For a valu-

ation of the variables Var™ U Var®™, define the vector X0 e RIVar™ [+ Var™|,
Define the parameter space for the Lyapunov functions as R™ for an arbitrary

rc. Define the predicate PCL‘WP on the elements H(Cf) of a 0c € R™ as
Plvr =i <i<re: 0% >0n31<i<re: 0% >0.

If
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Vs (reach(H, 95" A @g)) A N\, reach(H, o™, Ag) = o5 ™

Vo € AZH, B e Al : f"Y = —pglerm

Vg(reach(H, 05" A g)) A RC(m) A o™ = o™

Va € CZ : reach(H,dpdamOn A,) = @& where O® is the border of

a closed predicate @, ,

5. there exist rc Lyapunov functions V¢ : RIVarel & R 1 < i < r¢ for H
wrt. the same equilibrium XO & @3t and function f(X), with constants
kl(cﬂi)7 k2(0ﬂi)7 k3(c7 7’)

6. for alli , 1 < i < rc, there exist two constants Ceniry(C, 1) and csiap(C, 1)
such that (X |= (Vﬂecgz cpg"”ymﬁ) — VL(X) < Contry(C,)) and
(VlC(X) S Cstab(cv Z) = X ': @gable)

7. there exists a Oc = P5Y™ such that

Agable 2 1 In Ez eg?centry(cy Z) ’
ratec (90) ZZ gg)cstab(c’ ’L)

T e o =

where _
500 ks (C i)

ratec(0c) = -
()

then I | P |= SPECc.

The Lyapunov function conditions require a detailed explanation. First, as-
sume that r¢ is set to 1. Note that, in condition (O) of Definition 13, we are
interested not only in convergence to w%able, but in convergence in bounded
time. If this were not the case, then stability of the parallel composition between
component and plant would already be proven if we could find a Lyapunov func-
tion for the system. To verify such a time bound, we additionally need to keep
track of the decrease rate of the Lyapunov function value (i.e., the “energy”).
This rate is characterized by the ratio k3(C,1)/ko(C, 1), which gives an expo-
nential decrease rate of the Lyapunov function value over time. To bound the
convergence time, we also need to know a bound on the initial Lyapunov func-
tion value upon activation (centry(C,1)) and a Lyapunov function value that is
low enough for 3% to be fulfilled (cs1a5(C, 1)). Together, these scalar values
can be used to conservatively estimate a time bound for convergence, exploiting
the exponential convergence of V}.

If we do not intend to further compose C, then setting ro = 1 is indeed
enough, as a single Lyapunov function already guarantees the stability prop-
erty. However, if we want to support further composition, we need to provide
means to show that the newly composed component again guarantees @%“ble in
bounded time, i.e., that there also exists a Lyapunov function for this transition
composition. However, our function V} can also talk about local variables of
C, which are invisible in the transition composition. Nevertheless, we have to
provide verification conditions for transition compositions that guarantee that
the “energy” does not increase when a switch to a new component takes place.
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For this reason, a component has to communicate the Lyapunov function values
it can have at two time instants: when it is activated and when it is deactivated.
Since we cannot talk about local variables at the interface, we associate a pro-
jection of the Lyapunov function on the externally visible variables with each in-
and outport of the component. For the composition, we then compare the two
projected functions for all in- and outports to be connected to ensure a decrease
of the energy upon switching.

Here lies also the motivation for setting r¢c to a number larger than 1. In
general, systems can have infinitely many possible Lyapunov functions. By pick-
ing just one function, we risk that, for the transition composition, the stability
proof will not be possible. Usually only some Lyapunov functions for the sub-
components will be suitable for verifying the non-increasingness conditions. It
is therefore helpful for the subcomponents to communicate as many Lyapunov
function projections to the outside as reasonably possible. We can then exploit
the conic closure property of Lyapunov functions to construct infinitely many
different Lyapunov functions for the subcomponent, while trying to satisfy the
non-increasingness conditions for all port connections of the composed compo-
nent.

Proof (of Theorem 1). We have to show that I | P = SPEC ¢ holds when the
assumption of the theorem are given for I. To prove that we have to show that
all of the requirements given in Def. 13 hold.

(A):

Varfgt = Va?”}){“g U {fail o, activec} // Def. 10
U{takes | B € AL}
U{bq, switchy | a € AZ*}
=Varjy, UCE" // He admissible, Def. 9

_ out out
=Varg"™ U CY

Var}’é :(Var?}C U {activec, suspend '} // Def. 10
U{startg,cp | B € A}
U{take, | oo € AZ"})\ Var™!
:Var?c uca // Hc admissible, Def. 9

=VarZ uC&
(C) follows directly from the assumption 2 of the theorem.
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(D) follows from the assumptions 1 and 2:
(pgnﬁry — \/ (p;ntry
B
= \/(pzntry A /\ —plarm // Assm. 2
B o'

= \/ @Z"try A /\ reach(H, =™ A,)
B

e

= \/reach(H, @Z”"y) A /\reach(H, —pdlarm A )
B [e%
— e\ passm // Assm. 1

(E): This holds due to the construction of Hy. The initial location is mpact
and it requires a startg to activate the component. Moreover, whenever the
activation takes place H; checks whether the entry condition @2"”7’ is given. If
this is not the case, then H; sets fail.

(F): For a fixed a we consider the automaton Hj of Def. 10 and a run in
which the ™ becomes true while b, is not set (during all discrete steps at
this time point).

If Hs is in mode Fail when the o™ becomes true, then fail. is set and
nothing is to show. Otherwise it is in a mode (X,Y’). Due to the construction
of H3 we have the invariant « € X <= b,. So, we have to consider two cases:
a¢ XUY and o € Y \ X. In the first case, there is an urgent transition that
becomes enabled as soon as **™ becomes true provided that the component
is active. Hence, we can conclude that b, will be set within that time point.
In the second case we know that Y # @ and by the construction of the urgent
transitions Hz will switch to a mode with o ¢ X UY (first case) without delay.

(G): For a fixed o we consider the automaton Hj of Def. 10 and a run of C
that violates the given property. That means that we have two points in time
t1 < tg (with tg — t; < po) where b, was set and reset, respectively. Due to the
construction of Hs it is clear that setting b, resets the clock t, to 0. There are
three kinds of transitions resetting b,. They are guarded by take, or guarded
by ta > 11 Or not enabled because of the invariant b, <— a ¢ Y.

(H): Satisfied by the construction of Hj.

(I): The component can only reset active in the automaton Hy. The only
transition there require to have a suspend. Since this transition is urgent, a
rising edge of suspend with deactivate the component.

(J): This holds because Hg ensures that a rising edge of cg starts a timer tg
and the takeg signal is given at latest when this timer reaches the time bound
AB-

(K): Satisfied by Hg because setting takeg requires cg to be true. If cg is
reset, then takeg will follow within finitely many discrete steps because of urgent
transitions in Hpg.

(L): Satisfied by Hg because resetting takeg requires —cg to hold.

35



(M): Satisfied by Hz because setting active requires @e""y to hold.

entry

(N): Since the system is initially in @& or is activated in oG (M) we

can conclude that the system state belongs to

\/(reach(H, wg”try /\/\reach H,—pllerm A
B «

because fail is not set. Moreover, we have
reach(He, ™) A RE (m)

as conservative approximation of the evolution of the system’s state. With the
assumptions 1 and 3 we get the desired implication immediately.

(O): Let X(t) be a the projection of a trajectory of I||P onto Varc U Varp
with X(0) = Vgecin ¢ e"try APg. Assume, without loss of generality, that activec

receives a rising edge at time 0. By condition (N) of Def. 13, we know that,
as long as C' is active, p**™ holds, and therefore also ©(m). Per verification
condition 7, there exists a ¢ € P such that 0c = chiyap and the inequality on

Agteble s fulfilled. Define Ve (6c, X) = 32, 08 Vi (X). Since for all 4, VE*(X) <
—k3(C,1)|| X9 — X2||2, we obtain, by linear combination:

*(0c, X Ze VLS ( (-Zeg>k3(c,i)> F(X).

In the same manner, we can derive that

c(0c, X (Za(%gcz) F(X).

Since ratec(0c) =, Hg)k;g(C’,i)/ > Qg)kg(c, i) this gives us

Vet (0o, X S( 29 )/f?,CZ) f(X) < —ratec(6c)Ve(fc, X)

and therefore

Ve (b, X () < e e @)tye (g, X (0))

for all ¢ such that C' remains active on the interval [0, ¢]. Furthermore, since

Astable > 20(1) ( ) (Z 9 centry<c ’L)
5269 ks(C, i) 5209 i (C )

we have that
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Vo (B, X (A%1)) < exp (;’;‘;ZZC(;‘S) (Zz 99( ((C(f )>>> Vo(be, X(0))
Cstab 1

(i)c‘ta y 2
—exp <ln <§:(C) 2 ”((CC ))>> Ve (6, X(0))
Yo Centry y 2

_ 308 catan(C )
52506 Centry (C1)

Since X(0) = (Vﬁecén @Zntw A S%), this implies

Ve(0c, X(0)).

Ve (b, X(0)) < 300 centry (C.1),

and we obtain

VC’(GCH Astable Ze )VC Astable < 20 Cstab(C Z)

Note that this implies that there exists an i with V& (X (AZ€)) < cg0p(C, ).
This gives us X (Aglable) = pstable Since Vo*(0c, X) < 0, we obtain that

O(activec = ((OAgzwle(Dngable)) UNLESS (—activec)).

(P),(Q): Immediately clear by the construction of the transitions of Hj set-
ting switchg.

(R): By the construction of Hs we know that whenever a switch, becomes
true this was preceded by setting b, at most A, — 7 time units before. The
rising edge of b, was induced by an urgent transition of Hjz because @™
became true. Hence, the time point in which switch, becomes true belongs to
the set reach(H, &p“l‘"m Ag). Because of assumption 4 we can conclude that

%% holds at this time point.

(S): The first reason for failure is managed by Hs. There is only one kind of
transition that sets fail in this automaton. These transitions are guarded by a
constraint of the form ¢, > A, for an a € A%**. By the construction of Hj it is
clear that this transition is only enabled if there has been a preceding period of
duration A, where b, was set.

The second reason for a failure is managed by Hg. If this automaton observes
that ga;mry is not given when it tries to activate the component, then it sets fail .
This is the only way for Hg to do this.

(T): Obvious by the construction of all automata in the semantics: There is
no transition setting fail to 0.

The following definition gives the induction invariants of a basic component
C, that is, all additional information that has to be provided by the component,
in order to allow stability proofs of transition compositions containing C'.
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Definition 15 (Induction Invariants for Basic Components). For each
basic component, the following induction invariants need to be provided, to facil-
itate further composition:

n out

1. for all « € A% and 1 < j < r¢, a function Vi . RIVercl+lVerd™l 5 R
sqch that (XL.,XIO) = reach(H, o™, ) A g(reach(H, <pgnt’"y ANDg)) =
VI(XT9) < VLX),

2. for all B € A% and 1 < j < r¢, a function IZE RIVarc|+1Varg'l s R such
that (X" (= @5 A XTO | o) — VI(XT0) > Vi(X),

3. for all 1 < j < rg, the constants ka(C,j) and k3(C,j) of the Lyapunov

functions V7,
4. for all1 < j <rg, the constants centry(C, J) and csiap(C,J).

Example (cont.) To verify that the example ACC system satisfies its compo-
nent interface specification, we need to prove that all the verification conditions
in Theorem 1 hold. Using component PI as an example, the closed-loop automa-
ton H = Hpy||P can be described by the following differential inclusion:

a(t) = v(t)
o(H)® € co{—0.0010252(t) — 0.0533v(t), —0.0009075z(t) — 0.0507v(£)}

where co denotes the convex hull. We arrive at this description by eliminating
the variables that do not appear in differential equations, but only in invariants,
namely a and s.

First, we must compute Lyapunov functions for H, such that verification
conditions 5, 6 and 7 are fulfilled. To compute quadratic Lyapunov functions
for linear or affine dynamics, semidefinite programming (SDP) [BEFB94] tools
can be used, for instance CSDP [Bor99] or SeDuMi [RPS99]. In a nutshell,
the problem of finding a Lyapunov function according to some parameterized
template is mapped onto a nonlinear, but still convex optimization problem
that can be solved numerically [Pet99]. For polytopic differential inclusions like
the one given above, it is sufficient to identify a Lyapunov function that works
for the extremal dynamics (i.e., v(t)* = —0.001025z(t) — 0.0533v(t) and v(t)* =
—0.0009075x(t) — 0.0507v(t)). One such example Lyapunov function for H is

Vi (x,v) = 46.74552° 4+ 1101.9vz + 2072902,

with constants ks = 1 and k3 = 0.018. Here, the function f(X) was simply
set to the Lyapunov function itself and the equilibrium point was v = 0. To
compute associated constants cgap(PI,1) and centry(PI ,1), one needs to find a
value ¢, such that the contour line V3, (x,v) = c is entirely within @9, and an
upper bound on Vi, (z,v) for z = Vaeci (@Z”"y A @3). These are simple one-
dimensional optimization problems. For V};, possible values are centry(PI,1) =
4700000 and cgiqp(PI,1) = 50000. From here, it is straightforward to show that
the inequality on A$8b%€ is also satisfiable. Since we computed only one Lyapunov
function, p; is simply a scalar, and by setting 6 p; = 1, the inequality is satisfied.
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For several verification conditions, we require a reach set of H, starting from
gp”}fy A Dg,, . There are various ways of arriving at such a set, for example the
tool PHAVer [Fre08], or barrier certificates computed from Lyapunov functions
[PJ04]. The latter method is especially suitable in this case, as we already have
a barrier certificate: we know that Vi, (,v) < centry(PI,1), as long as PI is
active. This sublevel set forms an ellipsoid in the state space, which serves as an
over-approximation of the reach set. For convenience, we again over-approximate
this ellipsoid by a box and obtain

—500 <z <500 A =30 < v < 30.

Now we are ready to show the remaining verification conditions, which are
linear arithmetic constraints that can be proven with tools like iSat® (including
the time bounded reachability computation in condition 4) of Theorem 1.

To allow for further composition, we also need to provide the remaining in-
duction invariants, namely projections of V1, (x, v) onto the inports and outports
of PI.

For the inport 8 := Bpy, this is a function Vé(v) that is larger than all
possible values of VL, (z,v) when PI is activated. Since &5 = (z = 0), we can
just substitute x = 0 and obtain Vé (v) = 2072902,

Similarly, for the outports a; := ab; and as := a%;, we must provide func-
tions V! (v) and V!, (v), bounding the values of Vi, (z,v) from below when PI
is deactivated via the corresponding outport. Here, we can use the unbounded
reach set approximation we already computed to bound the values of x and a 7-
bounded reach set computation on gogf“ to bound the values of v. For simplicity,
we use constant functions V2 (v) = V2 (v) = 2400000 here.

The same procedure can then be applied to the other basic components
BRAKE and ACCELERATE. Here, possible Lyapunov functions are the linear
functions

V}BRAKE‘(U) =

and

VilCC’ELERATE (v) = —v.

Next, we give the verification conditions for composed components, which are
the result of a transition composition of either basic or composed components.
For all subcomponents involved in such a transition composition, the principle of
information hiding stipulates that we do not have access to its internals, but only
an external view of the subcomponent. This view consists of the information in
a subcomponent’s external interface specification, of which we assume that it is
fulfilled, and the induction invariants listed above. For the Lyapunov function
projections given in the induction invariant, the verification conditions imply
the satisfaction of a nonincreasingness condition upon a component switch. To

® http://isat.gforge.avacs.org/index.html
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guarantee safety, it is sufficient to require that the system states at which a switch
can occur always fulfill the entry condition of the component we are switching
to. Furthermore, we need to enforce constraints that make sure the composed
component does not guarantee a behavior that the constituent subcomponents
cannot guarantee themselves. This involves the different timing variables and
the system’s promises on the dynamics.

In the following, we assume that each outport of a composed components is
only connected to a single outport of a subcomponent. This is done purely to
simplify the formal description of the verification conditions. If two subcompo-
nent outports «; are connected to one outport a of a composed component, one
can, for the purpose of the analysis that follows, simply duplicate the outport
«. Therefore, this is not a real limitation in the analysis.

Theorem 2 (Verification Conditions for Composed Components). Let
C be a composed component with C = Sp 0)(C1,...,Cy,) with semantics Ic.
Define the parameter space for the Lyapunov functions as R = R"C1 x ... xR"n
and let r¢ > 0. For a vector ¢ € R, we refer to the subvector containing the
entries pertaining to C; as Oc|c, € R"i. Define the predicate PLWP on the

elements G(CJ‘)C of a 0c € R as

PV =i s (V1 < j <o 08 > 0AT1 <G <ro, 08, > 0) A

/\V BlaglaAl) (/BkvgkaAk)}a)GP;V1§Z§k

vx1o E reach(p pr((m; <p2m Agi,T):

> 0 VAXTO) = 3708 5 VI (A(XTO)).

J J
1If:
1. Yi:I¢, || P = SPECc¢,;, where I¢, is the semantics of C;,
2 Vo € Aout7ﬂ c Azn . ;TL Y — ﬁspalarm
3. ( {(617917"41) (ﬁkagkaAk)} {(alvgl) (ahgll)}) eP:
(a) V Ag; < o
(b) Yi:pa; < proNAy < Ay, .
(c) Vi: reach(cpcr(‘g et /\gl, T) = g V[Al
(d) V’L exit /\g2 _— (p;:rzt
(6) VZ alarmOn — (PafarmOn
4, VB € A n )\ﬁ > )\Q(ﬁ)
absm assm
2. ¥ Sppi'om z gO;m”om
: e t‘F;C try
in . en T entr
7. VB e A s = Yo
8. require that Pcyap is satisfiable and that the solution, given as a valuation

of ¢, satisfies

1 : max; » H(Czl)Ci Centry(Ci, J)
n :
TateC(GC') minl- Zj H(ijl)cl Cstab(civj)

Aséable Z
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where ros a(s)
Z'Ci GCJ\C k3(Cs, )
330 0, ko (Cis )

ratec(6c) = min
2

then Ic || P ): SPE'CC

Again, the same induction invariants as for basic components need to be
provided. The Lyapunov function projections on in- and outports are derived
from some solution f¢ of the constraint system Péyap , each of which represents
a valid (but not explicitly specified) continuous energy function of the system,
which cannot increase at its discontinuities. Remember that the 6o serve as
multipliers in a conic combination of Lyapunov functions. To prove stability of
C, it is again sufficient to find a single 6¢ solving Péyap that fulfills the timing
constraint. With the same argument as for basic components, we however allow
for the computation of r¢ such solutions ¢ ;. The Lyapunov function projections
attached to the inports (outports) are the Lyapunov function projections of the
connected inports (outports) of subcomponents C;, but weighted by the solutions
GNC,J». Remember that we assumed that each outport of C' is only connected to
one outport of a C; — in this case, there is a one-to-one mapping of Lyapunov
function projections. Due to the conic property of Lyapunov functions, any conic
combination of the f¢ ; will again represent a solution of PCLyap , which in turn
implies the existence of a discontinuous, but decreasing energy function so that
the propagation of information to the next higher level again works correctly.
The rates and constants of the composed component can also be computed from
the rates of the subcomponents C;. Again, they are weighted by 8¢ for each
component, and then the worst case over all subcomponents is taken for the
transition composition C'.

Definition 16. For each composed component, the following induction invari-
ants need to be provided, to facilitate further composition:

— for each 1 < j < rc where rc is a positive integer:
- n out
e for all outports a a function VI, : RIVerl+IVars™l 4 R
e for all inports B a function Vi : RIVar&|+|Varg'| _y R
such that there exists a 9~C7j = Péyap with subvectors HCICi,j for each sub-
component C;, and
o Vi = ZC:(I‘” GC’fl)C(a,),jVi,, where o' is the unique outport connected to
a,
J 7"C<Q<ﬁ>> o(k) J
o V=3~ Ociciamy.iVor
—foreach1<j<rc
k
o kx(C,5) = max; 1.7 O, ka(Ci, k),
k)
and ks3(C,j) = min; Zrc’ 9(C|C jkg(Cl, k)
° Centry(c .7) = max; Zk /1 (C|)C ]centry(cia k)

and cstap(C, j) = min; Zk 1 Hé‘c ]csmb(C’,, k)
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Proof (of Theorem 2). We have to show that I¢ || P = SPEC ¢ holds when the
assumption of the theorem are given for I. To prove that we have to show that
all of the requirements given in Def. 13 hold.

(A):
Var :U Varg™ U Vargit U Vargit U Var?{"g // Def. 11
D Varg™ U {fail, activec}
U{takes | B € ALY U {by, switch, | o € AZ"}
=Varg" u Cg™.
(B):

Vary! = (U Vargh U Varl, U Varzlp u Varzlg> \ Vary
i
S5 Varg! U {activec, §uspendc} o)\ Vareut
U {startg,cg | B € AL} U {take, | o« € A%} ©
=Vard, UCE
=Varl U Car.
(C) follows directly from the assumption 2 of the theorem.

(D) follows from the assumptions 1, 6 and 8 in conjunction with the properties
of the component’s interface specifications:

(pgntry — \/ (pgntr'y
B

— \/wgb(tﬁ’";/ // Assm. 8
B8

— \/(pgS(sg(B)) // Assm. 1, (D) for C;
B8

— \/ &
= p&™ // Assm. 6

entry entry

e =\ efé
B
= \/cpegn(tgg’ // Assm. 8
B
— \/cpgjm’

— (p}ejafe // (D) for CZ
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(E): This holds due to the construction of Hr. All transitions setting activec
require that there is a 8 such that startg A @E"”y holds.

(F): When @™ becomes true, a connected a; € A% exists. For this
outport we have this property already, hence we know that bm is set because
palarm —, palarm g given in 3. As Hp forwards bs, to b, we know that this
holds.

(G): This holds again due to Hp which forwards both the b, from a com-
ponent C; to b, and the corresponding take, to takes,. Since C’ satisfies (G)
we know that b,, holds for at least u, seconds before it can be reset without a
takeq, signal. As po, < e is given in assumption 3 we can conclude (G) for the
outport a.

(H), (I): Both properties are satisfied because of Hr’s construction.

(J): This holds because Hg ensures that a rising edge of ¢g produces a rising
edge of cg(z) and with (J) for this component we can conclude that there is a
takeg(py after at most Ag(g) seconds. This is forwarded by Hg. With Ag(s) < Ag
of assumption 4 this property holds.

(K): Again this holds because Hg forwards the signals cs and takeg(g) to
co(p) resp. takes appropriately and the component itself satisfies this require-
ment.

(L): This given because Hg just forwards both cg (to cg(g)) and takegg)
(to takeg). As (L) holds for the C; the inport Q(3) belongs to, this property can
be transferred directly to C.

(M): This is satisfied because the composition cannot be activated by a startg
while —wpé""y holds. The reason is that in this case Hy produces a fail -~ signal.

(N): Whenever C is active then exactly one of its components C; is active.
Exploiting (N) for C; we get ¢3" /\Lp“ssm Ape’™. With the assumptions 6 and
7 we get the @3¢ A pgssm A Qe

(O): Let X (t) be a the projection of a trajectory of I || P onto VarcU Varp.
Assume, without loss of generality, that activec receives a rising edge at time
0. Let (C}) be the finite or infinite sequence of active subcomponents of C' along
trajectory X (t), in order of activation, and let (¢;) be the sequence of activation
times. If (¢;) is finite, set t;4; = oco. Since 7 > 0, we know that (¢;) is strictly
increasing. For | > 1, define prev(X (¢;)) = limyqy, X (t). For a time ¢, let C(¢) be
the unique subcomponent that is active at time . A

Inductively define the functions Ve (0¢r, X (¢)) and V2, (X (t)) as follows:

— for a basic component C’, Vi (8¢, X ( ) =g H(k)VC,( X)),
where VE,(X(t)) is the function as given in the verification conditions for
basic components.

— for a composed component C’, Ver (6, X (1)) == >, G(C’f,)lc,(t Vé/(t) (X (1)),

and V2, (X(8) = Y 00 () Vi (X (1)
Now, show that for all f¢ = P5Y*?, the following hold:
1) for all t € RU{oo} with Vt’' € [0,t) : activec(t'):
Ve(be, X (1) < e e @)ty (00, X(0)).
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2) Ve(fe, X) < min, Z QC|C Cstab(Cl7 ) = @Stable
3) Ve(boic,, X(0) < max; 3, 09, centry (Cr, 5)

First, show that 1) holds for C. The proof is by induction. For basic compo-
nents Cj, 1) holds, which was shown in the proof of Theorem 1, For composed
components Cj, assume per induction that 1) holds. In particular, that gives us

VE(X(1) < emretealfeat V], (X(0)).

Define
Vo (bcic,, X) == > 00)e, Ve, (X)

J

Then, per linear combination of the Lyapunov constraints, V0o = Péyap WVt e
[t tig1)

Ve, (Bcye, X (1) < ¢~ T 0oy ratee Ge)t (g X (1))

W) k3(C1,d) s

_ e~ 23 9¢ic, mernt Ve, (0o, X (1))
S e*TatGC Hc)t VCZ (HCICL’X(tl))

Therefore, we know that Ve(0c, X (t)) will decrease according to ratec(0¢),
whenever no component switch occurs. Now we need to make sure that the
switches will never result in an increase of Vo (6¢, X (t)) at any t;. Observe that
there exists a transition (o, {(51,91,.41),--, Bk, 9k, Ak)},-) € P, such that,
by closedness of reach(yp pr((m; ot A g; 1), for all t;, we have prev(X(t;)) €

reach(gp’g{g p&rit 7). Satisfaction of Péyap implies that, for all transitions:

V1<j<k:VXO reach(gog?);? CEN i, T)

% IO 10
ZHClc(a)V (X)) = Z‘gcw(ﬁ WV, (A; (X19)),
which gives us

Viel > 1: Vo, (Bcio,_, prev(X (1)) = Z%c W (prev(XT0(1)))

>3 090 Va(A (X)) > Ve, (0cic,, X (1))
J
Together, this results in the desired inequality:
vt e [O,t) : activec(t/) - Vc(9C7X(t)) < G_Tatec(ec)tVC(6‘07X(0))

~Now show 2), again by induction. For basic components Cj, we know that
Vél (X) < cstan(Cr,j) = @3ieble. For composed components Cj, assume that

2) holds, and this follows directly, by setting 0¢, = écl g If

VC (607 X(t)) S min Z 9(0]‘)01 cstab(clu J)u
: J
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then this implies
> 0lew Vew (X ) < 3 68 estan(C(1). )

For this inequality to hold, there must exists at least one j with
V2 (X (1)) < Cotan(C(2), ),

which implies that X (t) = @5ieble.

The proof of 3) is also done inductively. Again, for basic components C;
we know that VJCZ (X1) < centry(Ci, j). For composed components, this property
again follows, if we assume that 3) holds for C;. Then

Ve(bo, X Zemcw) (X (0)

S Z 9g|)c(0)centry (C(O)a]) S mlaxz G(CJ\)CL Centry(chj)
J J

Finally, we will use 1), 2) and 3) to prove the desired property. We know
there exists a ¢ with:

)

) (49) g
Agable > 1 In i Zj 00“07‘, centry(czaj)
- TateC’(HC) mini Z] Ggl)c,cstab(civ .7)

Ve (0o, X (AZ™))

—ratec(0¢c) max; ) QCIC Centry( C“]
< o n VC 907
ratec(0¢) min; ) Gclc Cstab(Ci, J
min; ) 09 ey v(Ci, J)
_ exp I ) C|C sta Zv VC 9(77
max; Z GC|C Centry isJ

min; 3 09 coran(Cs, 7)
= C‘C : Vo (b, X (0))
max; Zj GC\C;, Centry(ci7 7)

This implies that Vo (0¢, X (0)) < max; Zj Ggl)ci Centry(Ch, j), and we obtain

VC (90, X(Agable)) < Inzln Z e(cj‘)cl cstab(ci7 ])

which implies that X (Agable) |= pstable Since Vo (6c, X (t)) is nonincreasing,
we obtain

O(activec = ((QAgabze(Dngable)) UNLESS (—activec)).
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(P),(Q): Immediately clear by the construction of the transitions of Hp set-
ting switchg,.

(R): By the construction of Hp we know that whenever a switch, becomes
true, this happens at the same time point as a switch, of a component C;
becomes true with o’ being connected to a with guard g. Since (R) holds for
this o/ we know that ¢ must holds. The guard g must also be satisfied because
otherwise the switch, would not be set by Hp. In sum, we have ¢ A g which
allows us to conclude that ¢ must hold because of assumption 3.

(S): If C fails, then this can be due to a component C; that failed. In this case
we know that (S) holds for C; and we can conclude that there is an a; € AZ*
such that b,, was set at least A,, time units before the failure or there was an
unsatisfied entry condition wg?try of an inport §; of C;. In case of a time-out we
know that the automaton Hp forwards b,, to an outport o’ € A%'* the whole
time by its construction. With assumption 3 we known that b, was set at least

A, before fail is set. In case of an unsatisfied entry condition gog'imy we know

by 7 that w;?try with Q(B’) = B; is a stronger condition. Hence, if this gp;tmy is
not met when startg: is set, then Hy will set fail. If it is satisfied, then follows
that cpe&gf’) is satisfied, too. Hence, the component C; cannot set fail . .

(T): Clear as fail is the disjunction of all fails, and since all C; satisfy (T)
this property holds for fail~, because there is no transition in Hy, Hp, and Hg

resetting fail,.

Example (cont.) To verify that the component Cs fulfills its interface spec-
ification, we have to prove the verification conditions in Theorem 2. We have
already shown verification condition 1. For verification condition 8, we again
need to find Lyapunov function parameters. Since we just computed single Lya-
punov functions for PI and ACCELERATE, the vector 0¢, is of dimension 2,
with one coefficient 9};2 serving as a multiplier for the Lyapunov function per-
taining to PI and the other coefficient 9202 for the Lyapunov function pertaining
to ACCELERATE. The constraint system calls for the identification of values
for O¢,, such that, whenever a new component is activated, there is no increase
in the Lyapunov function value.
In particular, the constraint system looks like this:

PRI = (08, 2 0N 02, 2 0)V (0, > 0V 62, > 0)
AV = Teach(gogfm, @23%}’ T): eé‘z V;@,I (v) = eézvéACCELEHATE (v)

prom exit . 02 1 1 1
AV ): TeaCh(QOACCELERATE’ PaacorLeraTe” T) : 902 VaACCELERATE (U) 2 eczvﬁm (U)

Once the reach sets have been computed or overapproximated, this is again
a constraint system that can be solved with SDP methods. A possible solution
is ¢, =1 and 6%, = 150000.

From this, we can now check whether the inequality on Ascfjble also holds,
which it does, since
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Ao = 300

1 max{0¢, Centry(PI,1), 0%, Centry(ACCELERATE, 1)}
= ratec,(0c,) |\ min{0%, cstas(PT, 1), 62, corar(ACCELERATE, 1)}

1 4700000
- 1 — 92524
ratec, (0c,) n( 50000 )

where

17200000

0.018 10000
ratec, (0c,) = min{ } = 0.018

In case this inequality would be violated, we could try to find a better solution
to the above constraint system, since SDP based methods inherently support the
specification of objective functions on the parameters.

The remaining verification conditions are either simple scalar inequalities or
implications between non-parametric predicates and therefore easily verified.

5 Conclusion

We have presented a design methodology for hybrid systems, which supports
component based incremental design processes and prepares the way for a fully
distributed implementation of such controllers as relevant for Autosar based
automotive development processes. In addressing this industrial need, we have
developed a mathematical theory for incremental compositional verification of
both safety and stability properties of hybrid controllers based on the key concept
of hybrid interface specifications, and provided verification conditions both for
basic components as well as hierarchically composed open systems. Concepts,
methodology, and incremental verification have been illustrated using a simple
automatic cruise control system as a running example.

While the presented methodology and verification approach is self-contained
and of value in itself, we see several extensions which will be addressed in further
work.

First, we would like to close the gap between idealized plant models and
physical plants by a notion of robust plant refinement, which allows to measure
degrees of deviation still tolerated without endangering the satisfaction of hybrid
interface specifications. Much as safety analysis methods distinguish between
nominal behavior and failure behaviors which nevertheless are still restricted by
failure hypothesis, we expect to be able to characterize conditions under which
we can then establish under non-nominal behavior within the failure hypothesis,
that alarms are raised in time.

Secondly, we will extend the approach to handle parallel composition of com-
ponents.
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