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1 Introduction

In the analysis of realistic systems, one has to cope with different and heteroge-
neous dimensions that have to be modelled and ideally automatically verified.
Real-world systems, e.g., the European Train Control System (ETCS) [1], are
determined by process and communication aspects, by rich data structures, and
by real-time behaviour. In [2] the ETCS system is modelled using the combined
specification language CSP-OZ-DC (COD), which is designed to deal with these
system dimensions; a verification approach for COD against Duration Calculus
(DC) [3] formulae is provided. But unfortunately, realistic systems are most of-
ten too complex to be verifyable fully automatically. So, further decomposition
methods are necessary. [2] provides an intuitive manual decomposition that splits
the system and a global safety property according to an abstract behavioural
protocol. It divides the system runs into several phases (e.g., braking phase,
running phase, etc.) with local properties (defined as DC formulae) that hold
during these phases. Once the desired property’s correctness for such a protocol
is established, one only has to verify that the local properties are fulfilled by the
system model to guarantee correctness of the global property.

The aim of this conceptual work is to generalise this approach. We extend the
specification language CSP [4] by data constraints and undefined processes and
show that it is suited to specify those protocols. We introduce a sequent-style
calculus over this CSP extension that allows for establishing desired properties
under local real-time assumptions. All concrete specifications that are instantia-
tions of abstract protocols and for that the local assumptions are valid automat-
ically inherit the desired properties. With a simple proof rule (that we do not
present here) it is possible to show efficiently that a concrete specification is such
an instantiation. The correctness of the local assumptions can be shown using es-
tablished methods for the assumptions’ logic. This integration of an operational
language to describe protocols and a declarative (real-time) language to describe
local properties of a system to simplify verification of large systems distinguishes
our approach from standard refinement/implementation approaches, e.g., CSP
refinement [5] or data refinement for Z [6]. Hence, we call this combination of
abstract protocol and local assumptions Verification Architecture.

We summarise our contributions: (1) We provide a new conceptional ap-
proach on how to use design patterns, called Verification Architectures (VA),
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as a decomposition technique to enable verification of large systems. (2) We in-
troduce a CSP dialect with data, undefined process parts, and local real-time
assumptions for the specification of VAs. (3) A new sequent-style calculus over
this CSP dialect allows for the verification of desired properties of those VAs.
(4) Using a train control system motivated by the ETCS similar to the example
from [2], we provide evidence that our method enables the automatic verification
of a system that is too large to be verified without decomposition techniques.
The paper is structured as follows. Section 2 explains our approach formally.
We introduce the CSP extension and, exemplary, some sequent calculus proof
rules in Sect. 3. Section 4 concludes with experimental results and related work.

2 General Approach

Let va(p) be an abstract behavioural protocol depending on a vector of pa-
rameters p. We will use CSP processes with data for the specification of those
protocols. Additionally, we consider assumptions asmi(p), ..., asm,(p) over va
that also depend on the parameters — here the assumptions are dense real-time
properties that are given as DC formulae. Our aim is to show that a global safety
property safe(p) is valid for every possible model that is an instantiation of the
abstract protocol va with assumptions asmy (), ..., asm, (D).

To apply our approach, we have to show in a first step that the architecture
together with the assumptions is correct for all possible parameter valuations:

(VPova® A N\ asmi(p)) | safe(p) 1)

1=1,...,n

This verification task to verify the correctness of the abstract parametric model
va is for realistic systems not necessarily easy (in general, it cannot be done
by model checking) and we will provide proof rules for the verification. But
once it is verified, this result is reusable as all instantiations of this architecture
inherit the correctness property automatically. We only have to show that it is
an instantiation of the abstract CSP protocol and that the local assumptions
asmy, . .., asmg are valid, which is due to their locality easier than to verify the
global property safe directly. To be more concrete, we consider an instantiation
codc(Po) of the abstract protocol va, where Pg represents an instantiation of
the parameters. As specification formalism, we use the parametric, combined
specification language CSP-OZ-DC (COD) [7,8,2], since it is in line with the
focused system class of complex, heterogeneous real-time systems. We now apply
the result of the architecture’s correctness from (1) to conclude the correctness
of the concrete model code. Firstly, we have to show that every trace of cod¢
from the trace set [cod¢], is also a trace of va, i.e., [codc] C [va]. This relation
can be shown syntactically for a specific class of instantiations. Thus, it is easy to
verify. Secondly, we have to show that the assumptions are valid for the concrete
specification:

codc (po) = /\ asm; (Do) (2)

1=1,...,n
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This can be done by applying existing model checking techniques [2] for COD
and DC. With this, our approach yields that the desired safety property is valid
for the concrete model. We argue that this proposition is correct. From (1) we
can conclude (3), due to [codc] C [va] it then follows (4), and with (2) we get
the desired property codc(Po) | safe(pg).

va(Po) A | /\ asm; (Do) = safe(Do). (3)
codc(Po) A /\ asm; (Do) = safe(Do) (4)
i=1,...,n

We summarise that if a correct Verification Architecture is given, we only
have to show that, firstly, a model is actually a concrete instantiation of the VAs
abstract protocol and, secondly, the model fulfils the architecture’s assumptions.
Then we can conclude the correctness of the entire model.

3 Sequent Calculus for CSP Processes with Data

In this section, we give a short idea of our CSP extension and its embedding into
the dynamic logic dCSP that allows for specifying and verifying VAs.

To be able to specify VAs, we need a high degree of freedom to handle general
patterns of parametric systems with data. To this end, we introduce an extension
to CSP with data constraints to define state changes and a new construct, so-
called undefined processes. Undefined processes are special processes that allow
the occurrence of arbitrary events except for events from a fixed alphabet and
arbitrary changes of variables except for variables from a fixed set. Undefined
processes can terminate and may be restricted by constraints from an arbitrary
logic (at least, if this logic has the same semantical domain as CSP with data).
On the level of CSP, these constraints are handled as black boxes that restrict
the possible behaviour of a process.

Definition 1. The syntax of CSP processes with data and undefined processes
over a set of events Fvents, variables Var, and formulae Formy is given by

P :=Stop|Skip|(aep) = P | P OPy | Pi||P2|Pi|laPe| Pr§Pe| X

| (Proc\a,v e, [) | (Proc@yvo F)

ext ext

where a € Bvents, A C FEvents, V C Var, p € Formy, and F is a constraint in
an external logic ext.

In this definition, a difference to the standard CSP definition is that we have
constrained occurrences of events a e . As formulae we consider many-sorted
first order formulae with predicates and function symbols from a signature
X = (Sort, Func, Var, Par) with primed and unprimed variables Var, param-
eters Par, and functions Func with sorts from Sort. The intuition is that when
the event a occurs the state space is changed according to the constraint ¢,
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[a — Skip]p A [a — Skip][P][y P9 = 570 Y, F Feg [Procya v} 8F 0

[ — P]Op Taew) = sepp © ¥ F [Procya.v ., Fo
(5) (7

Fig. 1. Some example rules from the sequent calculus; the formulae ¢g° denotes
the replacement of a variables ¥ in v with fresh variables 7.

where unprimed variables in ¢ refer to the variable valuations before the occur-
rence of a and primed variables to the valuations after a. The intuition behind
an undefined process like (Proc\(4,p},{v} ®pc ) is that during the execution
of the process arbitrary behaviour is allowed provided that the DC formula F
is not violated. The events a and b are forbidden and the variable v cannot
be changed in this execution. An undefined process marked with the oo symbol
Proc®™ will never terminate.

We embedded CSP into dynamic logic [9] to reason about CSP processes with
data and undefined processes. The idea of this dynamic logic extension dCSP
is to use CSP processes with data and undefined processes instead of programs
within the box operator [ -] and the diamond operator (- ). The dynamic logic
operator [P]0¢ expresses that on all runs of the CSP process always ¢ holds,
whereas [P]d states that after every run ¢ is true. Analogously, (P)Ow is used
to express that there is at least one run where eventually ¢ holds.

To prove validity of dCSP formulae, we define a set of verification rules in
a sequent-style proof calculus. Given finite sets of formulae A and I', a se-

quent A I' is an abbreviation for the formula /\qzeA w = \/wepil). Our se-

quent calculus consists of rule schemata of the shape % T Pul®u that

can be instantiated with arbitrary contexts, i.e., for every A and I" the rule
Ay P, I = 2 0m ST part of the calculus. As usual, formulae above the
line are prémisés and the formula below the line the consequence: if the premises
(and possibly some side-conditions) are true then the consequence also holds.

Figure 1 gives some example proof rules. The rule in (5) reduces a CSP prefix
expression: to prove that [y holds for ¢ — P we have to show that during
execution of a Oy holds and that after the occurrence of a during every run of
P also Oy holds. The following rule (6) reduces a single occurrence of an event
a in a process a — Skip. The idea is to symbolically execute the data change as
defined in the constraint i of event a: after an execution of the data change in
1) the post-state of a variable v given by v’ need to coincide with the pre-state
of this variable in 6. Hence, to show that after every execution of a — Skip
the dCSP formula § holds, we show that the constraint 1, where every primed
variable v’ is replaced by a fresh variable v,, implies 5?, i.e., §, where every v
replaced by vp. Rule (7) demonstrates how undefined processes with assumptions
are handled. To show that on every run of a process (Proc\4,v e, I') the dCSP
formula § is valid, we need to show that a new constraint ¢ is valid in the logic
of F and that in our sequent calculus, § implies §. If F' is a DC formula then we
may show & with existing proof methods for DC [2]. By this means, our approach
flexibly integrates arbitrary timed logics to formulate assumptions on undefined
processes.
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A = {check, fail, pass, extend}, C = {RD, CT}

System = FAR 8 check ® Qcheck — @eheck = =(sf) AN sf < RD A ok’ = false
(fail ® pfoit — REC V Z(sf) A sf > RD A ok’ = true
O pass ® Ypass — System) Prait = Z(sf) N ok = false
O extend ® Qegtend — System Ppass = Z(sf) N ok = true
FAR = Proc\a,c ® Frar Frar = ~O([sf > RD] £ < CT " [sf <0])
REC £ Procty o ® Fruc Frec = =O([sf > 017 [sf <0])

Pextena = sf > sf

Fig. 2. VA for a small Train Control System

4 Conclusion

Ezxperimental Results. To validate our approach, we verified an architecture for
the small example Train Control System in Fig. 2 motivated by the ETCS [1].
We were able to prove the desired safety property sf > RD + [System]Osf > 0
using the presented sequent calculus. To apply rules like rule (7), we made use
of automatic DC verification methods [2,10]. In a second step, we proved the
correctness of a concrete instantiation of the VA from Fig. 2. This instantia-
tion were given as a COD model, for that direct verification was not possible
(timeout after 80h) due to its complexity with 19 real-valued variables, over 300
locations, and 17000 transitions. But as the model is an instantiation of the VA,
which can be syntactically checked with a simple refinement rule, we only needed
to verify the local DC formulae Frar and Frrc (Fig. 2) to conclude the safety
of the entire system. This was done automatically with the PEA toolkit [10] in
Th (Fpagr) and 4m (Frgc), respectively.

Related work. Our work is inspired by [11], where a fixed DC design pattern
for cooperating traffic agents is introduced. Other approaches to combine CSP
with data and real-time are, e.g., [7] and [12]. The former, which we also make
use of in this work, is not appropriate for a proof-rule base approach because
of the more complex combination that integrates CSP, DC, and OZ [13] in an
object-oriented class structure. The latter likewise integrates CSP within Z con-
structs. Further combinations of CSP, OZ, and a real-time language are TCOZ
[14] and RT-Z [15]. There is a lot of work in compositional methods for real-
time systems: [16,17] introduce a sequent calculus to verify temporal properties
for hybrid systems; they also examine fragments of the ETCS as case study.
Compositional techniques for the verification of operationally specified real-time
systems like timed automata can be found, e.g., in [18,19]. A general view on
formalisation techniques for design patterns gives [20], but there, verification of
real-time systems is not considered. A related approach using design patterns
for a high-level real-time language is [21]: timed automata patterns for a fixed
set of timing constraints are given and formally linked to TCOZ.

This is work in progress: We defined CSP with data and undefined processes,
the embedding into dynamic logic, and a set of proof rules. Furthermore, the
refinement rule for the instantiation of VAs with concrete COD specifications is
proven correct. A proof for the correctness of the calculus is not finished yet. We
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have tool support [10] for checking local DC assumptions. Tool support for our
sequent calculus and the refinement rule is future work. But experiments with
examples from the railway domain and automatic verification of the most time-
consuming parts (checking DC assumptions) show the success of our method.
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